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Preface

The Handbook of Information Security is the first com-
prehensive examination of the core topics in the security
field. The Handbook of Information Security, a 3-volume
reference work with 207 chapters and 3300+ pages, is a
comprehensive coverage of information, computer, and
network security.

The primary audience is the libraries of 2-year and
4-year colleges and universities with computer science,
MIS, CIS, IT, IS, data processing, and business depart-
ments; public, private, and corporate libraries through-
out the world; and reference material for educators and
practitioners in the information and computer security
fields.

The secondary audience is a variety of professionals
and a diverse group of academic and professional course
instructors.

Among the industries expected to become increasingly
dependent upon information and computer security and
active in understanding the many issues surrounding this
important and fast-growing field are: government, mil-
itary, education, library, health, medical, law enforce-
ment, accounting, legal, justice, manufacturing, finan-
cial services, insurance, communications, transportation,
aerospace, energy, biotechnology, retail, and utility.

Each volume incorporates state-of-the-art, core infor-
mation, on computer security topics, practical applica-
tions and coverage of the emerging issues in the informa-
tion security field.

This definitive 3-volume handbook offers coverage of
both established and cutting-edge theories and develop-
ments in information, computer, and network security.

This handbook contains chapters by global academic
and industry experts. This handbook offers the following
features:

1) Each chapter follows a format including title and au-
thor, outline, introduction, body, conclusion, glossary,
cross-references, and references. This format allows
the reader to pick and choose various sections of a
chapter. It also creates consistency throughout the en-
tire series.

The handbook has been written by more than 240 ex-
perts and reviewed by more than 1,000 academics and
practitioners from around the world. These experts
have created a definitive compendium of both estab-
lished and cutting-edge theories and applications.
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3) Each chapter has been rigorously peer-reviewed. This
review process assures accuracy and completeness.

4) Each chapter provides extensive online and off-line
references for additional readings, which will enable
the reader to learn more on topics of special interest.

5) The handbook contains more than 1,000 illustrations
and tables that highlight complex topics for further
understanding.

6) Each chapter provides extensive cross-references,
leading the reader to other chapters related to a par-
ticular topic.

7) The handbook contains more than 2,700 glossary
items. Many new terms and buzzwords are included
to provide a better understanding of concepts and ap-
plications.

8) The handbook contains a complete and comprehen-
sive table of contents and index.

9) The series emphasizes both technical as well as man-
agerial, social, legal, and international issues in the
field. This approach provides researchers, educators,
students, and practitioners with a balanced perspec-
tive and background information that will be help-
ful when dealing with problems related to security
issues and measures and the design of a sound secu-
rity system.

10) The series has been developed based on the current
core course materials in several leading universities
around the world and current practices in leading
computer, security, and networking corporations.

We chose to concentrate on fields and supporting tech-
nologies that have widespread applications in the aca-
demic and business worlds. To develop this handbook,
we carefully reviewed current academic research in the
security field from leading universities and research insti-
tutions around the world.

Computer and network security, information security
and privacy, management information systems, network
design and management, computer information systems
(CIS), decision support systems (DSS), and electronic
commence curriculums, recommended by the Associa-
tion of Information Technology Professionals (AITP) and
the Association for Computing Machinery (ACM) were
carefully investigated. We also researched the current
practices in the security field carried out by leading se-
curity and IT corporations. Our research helped us define
the boundaries and contents of this project.

TOPIC CATEGORIES

Based on our research, we identified nine major topic cat-
egories for the handbook.

» Key Concepts and Applications Related to Information
Security

* Infrastructure for the Internet, Computer Networks, and
Secure Information Transfer

e Standards and Protocols for Secure Information
Transfer

e Information Warfare
* Social, Legal, and International Issues

xxiii
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» Foundations of Information, Computer, and Network
Security

e Threats and Vulnerabilities to Information and Com-
puting Infrastructures

* Prevention: Keeping the Hackers and Crackers at Bay

* Detection, Recovery, Management, and Policy Consid-
erations

Although these topics are related, each addresses a spe-
cific concern within information security. The chapters in
each category are also interrelated and complementary,
enabling readers to compare, contrast, and draw conclu-
sions that might not otherwise be possible.

Though the entries have been arranged logically, the
light they shed knows no bounds. The handbook provides
unmatched coverage of fundamental topics and issues for
successful design and implementation of a sound security
program. Its chapters can serve as material for a wide
spectrum of courses such as:

Information and Network Security
Information Privacy

Social Engineering

Secure Financial Transactions

Information Warfare

Infrastructure for Secure Information Transfer

Standards and Protocols for Secure Information
Transfer

Network Design and Management
Client/Server Computing
E-commerce

Successful design and implementation of a sound security
program requires a thorough knowledge of several tech-
nologies, theories, and supporting disciplines. Security re-
searchers and practitioners have had to consult many re-
sources to find answers. Some of these resources concen-
trate on technologies and infrastructures, some on social
and legal issues, and some on managerial concerns. This
handbook provides all of this information in a compre-
hensive, three-volume set with a lively format.

Key Concepts and Applications Related to
Information Security

Chapters in this group examine a broad range of topics.
Theories, concepts, technologies, and applications that
expose either a user, manager, or an organization to secu-
rity and privacy issues and/or create such security and pri-
vacy concerns are discussed. Careful attention is given to
those concepts and technologies that have widespread ap-
plications in business and academic environments. These
areas include e-banking, e-communities, e-commerce,
e-education, and e-government.

Infrastructure for the Internet, Computer
Networks, and Secure Information Transfer

Chapters in this group concentrate on the infrastructure,
popular network types, key technologies, and principles

for secure information transfer. Different types of com-
munications media are discussed followed by a review of
a variety of networks including LANs, MANs, WANs, mo-
bile, and cellular networks. This group of chapters also
discusses important architectures for secure information
transfers including TCP/IP, the Internet, peer-to-peer, and
client/server computing.

Standards and Protocols for Secure
Information Transfer

Chapters in this group discuss major protocols and stan-
dards in the security field. This topic includes important
protocols for online transactions, e-mail protocols, Inter-
net protocols, IPsec, and standards and protocols for wire-
less networks emphasizing 802.11.

Information Warfare

This group of chapters examines the growing field of
information warfare. Important laws within the United
States criminal justice system, as they relate to cybercrime
and cyberterrorism, are discussed. Other chapters in this
group discuss cybercrime, cyberfraud, cyber stalking,
wireless information warfare, electronic attacks and pro-
tection, and the fundamentals of information assurance.

Social, Legal, and International Issues

Chapters in this group explore social, legal, and interna-
tional issues relating to information privacy and computer
security. Digital identity, identity theft, censorship, and
different types of computer criminals are also explored.
The chapters in this group also explain patent, trademark,
and copyright issues and offer guidelines for protecting
intellectual properties.

Foundations of Information, Computer, and
Network Security

These chapters cover four different but complementary
areas including encryption, forensic computing, operat-
ing systems and the common criteria and the principles
for improving the security assurance.

Threats and Vulnerabilities to Information
and Computing Infrastructures

The chapters in this group investigate major threats
to, and vulnerabilities of, information and computing
infrastructures in wired and wireless environments. The
chapters specifically discuss intentional, unintentional,
controllable, partially controllable, uncontrollable, phys-
ical, software and hardware threats and vulnerabilities.

Prevention: Keeping the Hackers and
Crackers at Bay

The chapters in this group present several concepts,
tools, techniques, and technologies that help to protect
information, keep networks secure, and keep the hack-
ers and computer criminals at bay. Some of the topics
discussed include physical security measures; measures
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for protecting client-side, server-side, database, and med-
ical records; different types of authentication techniques;
and preventing security threats to e-commerce and e-mail
transactions.

Detection, Recovery, Management, and
Policy Considerations

Chapters in this group discuss concepts, tools, and tech-
niques for detection of security breaches, offer techniques
and guidelines for recovery, and explain principles for
managing a network environment. Some of the topics
highlighted in this group include intrusion detection,
contingency planning, risk management, auditing, and
guidelines for effective security management and policy
implementation.
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Guide to The Handbook of Information Security

The Handbook of Information Security is a comprehensive
coverage of the relatively new and very important field of
information, computer, and network security. This refer-
ence work consists of three separate volumes and 207 dif-
ferent chapters on various aspects of this field. Each chap-
ter in the handbook provides a comprehensive overview of
the selected topic, intended to inform a broad spectrum of
readers, ranging from computer and security profession-
als and academicians to students to the general business
community.

This guide is provided to help the reader easily locate
information throughout The Handbook of Information Se-
curity. It explains how the information within it can be
located.

Organization

This is organized for maximum ease of use, with the chap-
ters arranged logically in three volumes. While one can
read individual volumes (or articles) one will get the most
out of the handbook by becoming conversant with all
three volumes.

Table of Contents

A complete table of contents of the entire handbook ap-
pears in the front of each volume. This list of chapter titles
represents topics that have been carefully selected by the
editor-in-chief, Dr. Hossein Bidgoli, and his colleagues on
the editorial board.

Index

A subject index for each individual volume is located at
the end of each volume.

Chapters

The author’s name and affiliation are displayed at the be-
ginning of the chapter.

All chapters in the handbook are organized in the same
format:

Title and author
Outline
Introduction
Body

Conclusion
Glossary
Cross-References
References

xxvi

Qutline

Each chapter begins with an outline that provides a brief
overview of the chapter, as well as highlighting important
subtopics. For example, the chapter “Internet Basics”
includes sections for Information Superhighway and
the World Wide Web, Domain Name Systems, Naviga-
tional Tools, Search Engines, and Directories. In addition,
second-level and third- level headings will be found within
the chapter.

Introduction

Each chapter begins with an introduction that defines the
topic under discussion and summarized the chapter, in
order to give the reader a general idea of what is to come.

Body

The body of the chapter fills out and expands upon items
covered in the outline.

Conclusion

The conclusion provides a summary of the chapter, high-
lighting issues and concepts that are important for the
reader to remember.

Glossary

The glossary contains terms that are important to an un-
derstanding of the chapter and that may be unfamiliar to
the reader. Each term is defined in the context of the par-
ticular chapter in which it is used. Thus the same term
may be defined in two or more chapters with the detail
of the definition varying slightly from one chapter to an-
other. The handbook includes approximately 2,700 glos-
sary terms. For example, the chapter “Internet Basics” in-
cludes the following glossary entries:

Extranet A secure network that uses the Internet and Web
technology to connect two or more intranets of trusted
business partners, enabling business-to-business,
business-to-consumer, consumer-to-consumer, and
consumer-to-business communications.

Intranet A network within the organization that uses
Web technologies (TCP/IP, HTTP, FTP, SMTP, HTML,
XML, and its variations) for collecting, storing,
and disseminating useful information throughout the
organization.

Cross-References

All chapters have cross-references to other chapters that
contain further information on the same topic. They
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appear at the end of the chapter, preceding the references.
The cross-references indicate related chapters that can
be consulted for further information on the same topic.
The handbook contains more than 1,400 cross-references
in all. For example, the chapter “Computer Viruses and
Worms” has the following cross references:

Hackers, Crackers and Computer Criminals, Hoax
Viruses and Virus Alerts, Hostile Java Applets, Spyware,
Trojan Horse Programs.

References

The references in this handbook are for the benefit of the
reader, to provide references for further research on the
given topic. Review articles and research papers that are
important to an understanding of the topic are also listed.
The references typically consist of a dozen to two dozen
entries, and do not include all material consulted by the
author in preparing the chapter.
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INTRODUCTION

This chapter provides a basic introduction to the Inter-
net and Web technologies. It provides a brief history of
the Internet and then explains domain name systems,
navigational tools, and search engines. The chapter de-
fines intranets and extranets and compares and contrasts
them with the Internet. The chapter concludes with a brief
survey of popular applications of the Internet in various
industries and fields, including tourism and travel, pub-
lishing, higher education, real estate, employment, bank-
ing and brokerages, software distribution, healthcare, and
politics. Other chapters throughout the Handbook discuss
in more detail most of the topics presented here.

INFORMATION SUPERHIGHWAY
AND THE WORLD WIDE WEB

The backbone of the information superhighway and elec-
tronic commerce (e-commerce) is the Internet. The Inter-
net is a collection of millions of computers and networks
of all sizes. Simply put, the Internet is the “network of net-
works.” The information superhighway is also known as
the Internet. No one actually owns or runs the Internet.
Each network is locally administered and funded, in some
cases by volunteers. It is estimated that, in 2005, more
than 200 countries are directly or indirectly connected to
the Internet. This number is increasing on a daily basis
and makes global e-commerce a reality.

The initial phases of the Internet started in 1969 as a
Defense Department project called ARPANET (Advanced
Research Projects Agency Network). It served from 1969
through 1990 as the basis for early networking research
and as a central backbone network during the develop-
ment of the Internet. Since the Internet began, it has
grown rapidly in size.

ARPANET evolved into the NSFNET (National Science
Foundation Network) in 1987. NSFNET is considered the
initial Internet backbone. The term “Internet” was derived
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Cross References 13

References 13

Further Reading 14

from the term “internetworking,” which signified the con-
necting of networks. NSFNET initially connected four su-
percomputers located in San Diego, California; Cornell
University in Ithaca, New York; Pittsburgh, Pennsylvania;
and Illinois to form the backbone. Other universities and
government laboratories were subsequently added to the
network. These backbones linked all existing networks in
a three-level structure:

backbones;
regional networks; and
local area networks (LANS).

Backbones provide connectivity to other international
backbones. The NAPs (network access points) are a key
component of the Internet backbones. An NAP is a
public network exchange facility where Internet service
providers (ISPs) can connect with one another. The con-
nections within NAPs determine how traffic is routed over
the Internet and also are the focus of Internet congestion.
LANSs provide the standard user interface for computers
to access the Internet. Phone lines (twisted pair), coaxial
cables, microwaves, satellites, and other communications
media are used to connect LANs to regional networks.
TCP/IP (transmission control protocol/Internet protocol)
is the common language of the Internet that allows the
network systems to understand each other. TCP/IP di-
vides network traffic into individually addressed pack-
ets that are routed along different paths. Protocols are
conventions and rules that govern a data communica-
tions system. They cover error detection, message length,
and transmission speed. Protocols provide compatibility
among different manufacturers’ devices.

The National Science Foundation (NSF) and state gov-
ernments have subsidized regional networks. NSFNET’s
acceptable use policy initially restricted the Internet
to research and educational institutions; commercial
use was not allowed. Because of increasing demand,

3



4 INTERNET BAsICS

additional backbones were eventually allowed to connect
to NSFNET and commercial applications began.

The World Wide Web (WWW or the Web) changed the
Internet by introducing a true graphical environment. It
has been around since 1989, when it was proposed by
Tim Berners-Lee at CERN. The WWW is an Internet ser-
vice that organizes information using hypermedia. Each
document can include embedded references to audio, text,
images, full-motion video, or other documents. The WWW
constitutes a large portion of the Internet that contains hy-
permedia documents. Hypermedia is an extension of hy-
pertext. Hypertext allows a user to follow a desired path by
clicking on highlighted text to follow a particular “thread”
or topic. This involves accessing files, applications, and
computers in a nonsequential fashion. It allows for com-
binations of text, images, sounds, and full-motion video in
the same document. It allows information retrieval with
the click of a button. Hypertext is an approach to data
management in which data are stored in a network of
nodes connected by links. The nodes are designed to be
accessed through an interactive browsing system. A hy-
pertext document includes document links and support-
ing indexes for a particular topic. A hypertext document
may include data, audio, and images. This type of docu-
ment is called hypermedia. In hypertext documents, the
physical and logical layouts are usually different. This is
not the case in a paper document. In a paper document,
the author of the paper establishes the order and readers
follow this predetermined path.

A hypertext system provides users with nonsequential
paths to access information. This means that information
does not have to be accessed sequentially, as in a book. A
hypertext system allows the user to make any request that
the author or designer of the hypertext provides through
links. These link choices are similar to lists of indexes and
allow the reader to choose a “custom path.”

Any computer that stores hypermedia documents and
makes them available to other computers on the Internet
is called a server or a Web server. The computers that
request these documents are called clients. A client can
be a personal computer at home or a node in a LAN at a
university or an organization. The most exciting feature
of the Internet and the WWW is that these hypermedia
documents can be stored anywhere in the world. A user
can easily jump from a site in the United States to a site
in Paris, France, all in a few milliseconds.

DOMAIN NAME SYSTEMS

Before a user can begin to navigate the Internet and
use it for personal use or e-commerce applications, an
understanding of domain name systems (DNS) (also
called domain name servers) is essential. Domain names
are unique identifiers of computer or network addresses
on the Internet. The following are examples of domain
names:

Netscape.com
Microsoft.com
UN.org
Whitehouse.gov

Table 1 Organizational Domains (Generic Top-Level
Domains, gTLD)

.com Commercial organizations (e.g., Microsoft)

.edu  Education and academic organizations (e.g.,
California State University)

.int International organizations (e.g., United Nations)

.mil U.S. military organizations (e.g., U.S. Army)

.gov  U.S. government organizations (e.g., Internal
Revenue Service)

.net Backbone, regional, and commercial networks
(e.g., the National Science Foundation’s
Internet Network Information Center)

.org  Other organizations such as research and
nonprofit organizations (e.g., the Internet
Town Hall)

They come in two forms: English-like names and numeric
or IP (Internet protocol) addresses.

The Internet Corporation for Assigned Names and
Numbers (ICANN) is the nonprofit corporation that as-
signs and keeps track of these addresses. This was pre-
viously performed under U.S. government contract by
TANA (Internet Assigned Numbers Authority) and other
entities.

IP addresses are less convenient because numbers are
more difficult to remember. The English-like names are
electronically converted to IP addresses for routing (trans-
ferring information from one network to another net-
work). Domain names are used in URLs (uniform re-
source locator or universal resource locator) to identify
a particular Web page. A URL is basically the address
of a file or a site on the Internet. For example, in the
URL http://www.csub.edu/~hbidgoli, the domain name is
csub.edu. Every domain name has a suffix that indicates to
which top-level domain (TLD) it belongs. In this example
the suffix is edu, which stands for educational institutions.
Combinations of the letters of the alphabet as well as the
numerals 0 through 9 can be used in domain names. The
hyphen is the only other character utilized; spaces are not
allowed.

The TLD is the data that comes after “www.” It de-
notes the type of organization or country the address
specifies. TLDs are divided into organizational (generic)
and geographic (country code) domains. (See Tables 1
through 3.)

This system makes it easy to identify the type or lo-
cation of the organization by looking at the last section
of the domain name. Organization, which is the second
field from the right, refers to the name of the organiza-
tion. A name for a small company is as easy as a com-
pany name. The two leftmost fields of the domain name
refer to the computer. This is relevant for large organi-
zations with several levels of subdomains. An example
of a relatively complete Internet address is the address
of a document in the Virtual Tourist Web site: http://
www.vtourist.com/vt/usa.htm. A brief explanation from
left to right follows:

http—Means of access, hypertext transfer protocol. This
is how the majority of Web documents are transferred.
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Table 2 Examples of Proposed New Domain Names

.aero For the aviation industry

.arts For entities emphasizing cultural and
entertainment activities

.biz For businesses

.coop For cooperative or cooperative service
organizations

firm For businesses or firms

.inc Corporations

.info For entities providing information services

Jaw For those in the legal profession

.museum  For a museum or professionally affiliated
personnel

.name For a noncommercial site associated with a
private individual

.nom For individuals or family names

.pro For a site associated with a certified
professional or professional organization

.news For news-related sites

.rec For entities emphasizing recreation and
entertainment activities

.shop For businesses offering goods and
commodities

.store For electronic storefronts

.web For entities emphasizing activities related to
the WWW

XXX For adult content

www.vtourist.com—This is the address of the Web site.
It is uniquely defined and differentiated from all other
Web sites. WWW is an Internet service that organizes
information using hypermedia.

vt—This is a path or directory. A server may be divided
into a series of directories for better organization.

usa.htm—This is the document itself. The htm extension
indicates that this is an HTML (hypertext markup lan-

Table 3 Sample Geographic Domains
(Country Code Top-Level Domains, ccTLD)

.au Australia

.br Brazil

.ca Canada

Ar France

.de Germany

.hk Hong Kong

il Israel

Ar Iran

Jp Japan

kr Korea (Republic)
.ru Russia

.es Spain

.uk United Kingdom
.us United States
.va Vatican City State
ZW Zimbabwe

guage) document. It is the authoring language used to
create documents on the Web. HTML defines the struc-
ture and layout of a Web document by using a variety
of tags and attributes. Most hypermedia documents are
written in HTML format. Servers that do not support
long extensions display “htm,” whereas other servers
display “html.”

NAVIGATIONAL TOOLS, SEARCH
ENGINES, AND DIRECTORIES

Navigational tools allow the user to surf the Internet and
search engines provide access to various resources avail-
able on the Internet, such as those that provide library
searches for writing a term paper or reservations for
an airline ticket. Directories use indexes of information
based on key words in the document. As will be discussed
elsewhere in this chapter, Yahoo! is a popular directory on
the Internet.

The original command language of the Internet was
based on computer commands and was difficult to learn
for most users. Character-based languages were used for
tasks such as downloading files or sending e-mails. These
languages are UNIX based, which meant the user was re-
quired to know the specific syntax of many commands.
Everything was communicated in plain text, and graph-
ics, sound, and animation data were not available. The
introduction of graphical browsers such as Netscape Nav-
igator changed all of this. Microsoft Internet Explorer
and Netscape Navigator are the best-known graphical
browsers available for navigating the Internet. Each of
these browsers combine powerful graphics, audio, and
video capabilities. Each Web server has a “homepage”
or a Web site that publishes information about the loca-
tion. Using character-based browsers such as Lynx, a user
will find this information in text form, whereas graphi-
cal browsers such as Microsoft Internet Explorer support
images and sound clips as well.

Navigational Tools

Microsoft Internet Explorer is the most popular graph-
ical browser in the Internet world. With strong market-
ing support from Microsoft and improvement in its fea-
tures, Internet Explorer (IE) has gained the lead in the
browser market. Netscape Navigator is another graphi-
cal browser available for all major operating system plat-
forms. Netscape, similar to IE, provides a true graphical
environment that allows the user to surf the Internet
using a mouse and the point-and-click technique. Similar
to other Windows applications, both IE and Netscape
Navigator feature a standard menu bar and toolbar but-
tons for frequently used commands.

Directories and Search Engines

There are several search engines and directories in use.
Yahoo! is the most popular directory and Google, Excite,
and Infoseek are three of the most popular search engines.
These programs allow a user to scan the Internet and find
information through the use of key words or phrases. A
search could be for research for a term paper, finding an



6 INTERNET BASICS

exotic antique for a personal collection, or anything in be-
tween. The following paragraphs briefly describe Yahoo!,
Google, and Excite (Bidgoli, 2002).

Jerry Yang and Dave Filo founded Yahoo! in April 1994.
Yahoo! is one of the best-known directories on the Inter-
net. A directory is a search service that classifies Web sites
into a hierarchical, subject-based structure. For example,
Yahoo! includes categories such as art, business, and en-
tertainment. These categories are organized by topic. The
user can go to a category and then navigate for specific
information. Yahoo! also includes an internal search en-
gine that can expedite the search process. Yahoo! soon
expanded to offer other services and became a portal on
the Internet. A portal or gateway for the WWW is an ap-
plication that serves as an information search organizer.
Portals provide a single-point integration and navigation
through the system. Portals create an information com-
munity that can be customized for an individual or a cor-
poration. Portals serve as the major starting sites for many
individuals who are connecting to the Internet. Some
of the services offered by Yahoo! include Yahoo! Travel,
Yahoo! Classifieds, Yahoo! Pager, and Yahoo! Autos.

Excite, Inc. was founded in June 1994. Its basic mis-
sion is to provide a gateway to the Internet and to or-
ganize, aggregate, and deliver information to meet users’
needs. The Excite Network, including the Excite and Web-
Crawler brands, contain a suite of specialized informa-
tion services that combine proprietary search technology,
editorial Web reviews, aggregated content from third par-
ties, and bulletin boards. The Excite Network serves as a
central place for consumers to gather and interact dur-
ing each Web experience. Excite PAL is an instant paging
service. By entering the names and e-mail addresses of
friends, family, and colleagues into Excite PAL, a user can
find them online.

Larry Page and Sergey Brin, two Stanford Ph.D. can-
didates, founded Google in 1998. Google helps its users
find the information they are looking for with high levels
of ease, accuracy, and relevancy. The company delivers its
services to individuals and corporations through its own
public site, http://www.google.com, and through cobrand-
ing its Web search services. To reach the Google Web site,
the user simply types www.google.com (its URL) into the
location box of the Web browser and presses the Enter
key. At the initial Google screen, the user enters the de-
sired search item(s), for example “computer viruses,” and
then again presses the Enter key or clicks on the “Google
Search” button. In a few seconds, the items that closely
match the search items will be displayed. Although the
Web site’s default language is English, the user can choose
a different language by clicking the down arrow to the
right.

INTERNET SERVICES THAT SUPPORT
ELECTRONIC COMMERCE

Electronic mail (e-mail), news and discussion groups, In-
ternet Relay Chat (IRC), instant messaging, and the Inter-
net phone are among the services offered by the Internet
that could enhance a successful e-commerce program.
Other chapters in the Handbook will provide a more in-

depth discussion of these services. In this chapter a brief
overview of these services is presented (Bidgoli, 2002).

E-mail is one of the most popular services available
on the Internet. Using e-mail, a user can create a mes-
sage electronically and send it via the communications
media. New products and services can be announced to
customers using e-mail. Confirmations can be sent using
e-mail and also many business communications can be
effectively performed using e-mail. When a user sends an
e-mail, the message usually stays in the recipient’s e-mail
server until the recipient reads it. In most e-mail systems,
the receiver is able to store the e-mail message in an elec-
tronic folder for future reference. E-mail is fast and will
get to the recipient’s computer in a matter of seconds or
minutes. All that is needed to send an e-mail message is the
e-mail address of a recipient. A user can also send a single
e-mail message to a group of people at the same time. A
user can apply all the word processing tasks such as spell-
checking and grammar correction before sending the e-
mail message. Document files and/or multimedia files can
be attached to an e-mail message and a user could ask for
delivery notification. With e-mail, a user can usually es-
tablish various folders with different contents and send a
particular e-mail to a specific group. Using e-mail enables
a user to establish an effective message-distribution sys-
tem for advertising products and services. (For detailed
information on this topic, consult the chapter on E-Mail
and Instant Messaging.)

The Internet brings together people with diverse back-
grounds and interests. Discussion groups to share opin-
ions and ideas facilitate this. Each person in a discussion
group can post messages or articles that can be accessed
and read by others in the group. Newsgroups can be estab-
lished for any topic or hobby and allow people to get to-
gether for fun and entertainment or for business purposes.
For example, a user may join a newsgroup interested in
ancient civilization, or a user may join a newsgroup that
can help in writing and debugging a computer program in
a specific programming language. Newsgroups can serve
as an effective advertising medium in an e-commerce en-
vironment.) For detailed information on this topic, con-
sult the chapter on Online Communities.)

Internet Relay Chat (IRC) enables a user to interac-
tively communicate in written form with other users from
all around the world. It is similar to a coffee shop where
people sit around a table and start chatting. The three ma-
jor differences between this electronic coffee shop and a
real coffee shop are that there is no coffee, the user does
not see the people that he/she is chatting with, and IRC
leaves a “chat trail,” which can be used later. However, a
user is able to participate in many different discussions
with people anywhere in the world who have the same
interest. (For detailed information on this topic, consult
the chapter on Internet Relay Chat.)

Instant messenger (IM) is a communication service
that enables a user to create a private chat room with
another user. Different instant messengers offer different
capabilities. They typically alert a user whenever some-
one on the user’s private list is online so that a user
may initiate a chat session with that particular individual.
(For detailed information on this topic consult the chapter
on E-Mail and Instant Messaging.)
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Internet telephony is the use of the Internet rather than
the traditional telephone-company infrastructure to ex-
change spoken or other audible information. Because ac-
cess to the Internet is available at local phone connection
rates, an international or other long-distance call will be
much less expensive than through the traditional calling
arrangement. This could be a major cost savings for an
e-commerce site that offers hotline, help desk, and other
services. (For detailed information on this topic, consult
the chapter on Voice over Internet Protocol [VoIP].)

Three new services are now or will soon be available
on the Internet:

1. The ability to make a normal voice phone call (de-
spite whether the person called is immediately avail-
able; that is, the phone will ring at the location of the
person called). In most of the technologies currently
available, a “phone meeting” must be arranged in ad-
vance, and then both parties log onto the Internet at
the same time to conduct the conversation.

2. The ability to send fax transmissions at very low cost
(at local call prices) through a gateway point on the
Internet in major cities.

3. The ability to leave voice mail at a called number.

WHAT IS AN INTRANET?

The excitement created by the Internet has been trans-
ferred to another growing application called intranets. In
simple terms, whatever a user can do with the Internet,
a user should also be able to do with an organization’s
private network, or intranet.

An intranet provides users with easy-to-use access that
can operate on any computer regardless of the operat-
ing system in use. Intranet technology helps companies
disseminate information faster and more easily to both
vendors and customers and can be of benefit to the inter-
nal operations of the organization. Although intranets are
fairly new, they have attracted a lot of attention in a very
short time (Bidgoli, 1999, 2002).

The intranet uses Internet and Web technologies to
solve organizational problems traditionally solved by pro-
prietary databases, groupware, and scheduling and work-
flow applications. An intranet is different from a LAN or
wide area network (WAN), although it uses the same phys-
ical connections. An intranet is an application or service
(or set of applications or services) that uses the computer
networks (the LANs and WANSs) of an organization, and
that is how it is different from LANs and WANSs. The in-
tranet is only logically internal to the organization. In-
tranets can physically span the globe, as long as access is
specifically defined and limited to the specific organiza-
tion’s community of users behind a firewall or a series of
firewalls.

In a typical intranet configuration, all users in the or-
ganization can access all the Web servers. The system
administrator must define the degree of access for each
user. They can constantly communicate with one another
and post information on their departmental Web servers.
However, usually a firewall (or several firewalls) separates
these internal networks from the Internet (the worldwide
network).

Within these departmental Web servers, individual em-
ployees can have their own Web pages, divided by depart-
ment. For example, the following departments each may
include several Web pages as parts of the organization’s
intranet program:

finance,

human resources,
information services,
manufacturing,
marketing, and
sales.

So what is an intranet? In simple terms, an intranet is a
network within the organization that uses Web technolo-
gies (TCP/IP, HTTP, FTP [file transfer protocol], SMTP
[simple mail transfer protocol], HTML, and XML [extensi-
ble markup language]) for collecting, storing, and dissem-
inating useful information throughout the organization.
This information supports e-commerce activities such as
sales, customer service, and marketing.

Employees can find internal information and they can
bookmark important sites within the intranet. Further-
more, individual departments can create their own Web
sites to educate or inform other employees about their de-
partments by implementing intranet technology. For ex-
ample, marketing can present the latest product informa-
tion, and manufacturing can post shipping schedules and
new product designs. The human resources department
can post new jobs, benefit information, new promotions,
and 401K plan information. The finance and accounting
departments can post cost information and other finan-
cial reports on their sites. The president’s office might
post information about the next company picnic on its
site. This information collectively supports a successful
e-commerce program. (For detailed information on this
topic, consult the chapter on Intranets: Principals, Privacy
and Security Considerations.)

INTERNET VERSUS INTRANETS

The Internet is a public network. Any user can access the
Internet, assuming the user has an account with an ISP.
The Internet is a worldwide network, whereas intranets
are private and are not necessarily connected to the Web.
Intranets are connected to a specific company’s network,
and usually the users are the company’s employees. An
intranet is separated from the Internet through the in-
stallation and use of a firewall (or several firewalls). In-
tranets usually have higher throughput and performance
than the Internet and are usually more secure than the
Internet.

Apart from these differences, the two have a lot in com-
mon. They both use the same network technology, TCP/IP,
and they both use browsers for accessing information.
They both use documents in HTML and XML formats,
and both are capable of carrying documents with mul-
timedia formats. Also, they both may use the Java pro-
gramming (or its derivatives) language for developing
applications.
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Table 4 Internet versus Intranet

Key Feature Internet Intranet
User Anybody Employees only
Geographical Unlimited Limited to unlimited
scope
Speed Lower than that ~ Usually higher than
of an intranet that of the Internet
Security Lower than that  Usually higher than
of an intranet that of the Internet
Technology used  TCP/IP TCP/IP
Document format HTML HTML
Multimedia Could be lower  Could be higher than
capability than that of an that of the Internet
intranet

Intranets may or may not use any of the technologies
beyond HTML, that is, Java programming, JavaScript or
VBScript, Active X, Dynamic HTML, or XML. One of the
advantages of an intranet is that because the organization
can control the browser used, it can specify a browser that
will support the technologies in use. Beyond Web docu-
ments, the organization can also specify the use of the In-
ternet phone, e-mail, video conferencing, and other Web
technologies supported by the chosen browser. Table 4
summarizes the similarities and differences of these two
technologies.

SELECTED APPLICATIONS
OF AN INTRANET

A properly designed intranet can make the type of infor-
mation listed in Table 5 available to the entire organiza-
tion in a timely manner. This information directly or in-
directly can improve the efficiency and effectiveness of an
organization (Bidgoli, 1999, 2002).

Many internal applications in use today can be eas-
ily converted to an intranet or can be supported using
an intranet. Human resources applications, such as job
information, name and phone number lists, and medical
benefits, can be displayed on a human resources Web site.
The finance Web site might present information on time
cards, expense reports, or credit authorization. Employ-
ees can easily access the latest information on a server.
With e-mail, e-mail distribution lists, and chat lines, em-
ployees can retrieve meeting minutes and much more.

The intranet also allows organizations to evolve from a
“calendar-” or “schedule”-based publishing strategy to an
“event-driven” or “needs-based” publishing strategy. In the
past, companies published an employee handbook once a
year. Traditionally, the handbooks would not be updated
until the following year even though they may have been
outdated as soon as they arrived on the users’ desks. Some
of these organizations sent a few loose pages as an update
every so often. The employee is supposed to add these ad-
ditional pages to the binder. After a while, these materials
become difficult to go through to retrieve specific infor-
mation.

With an intranet publishing strategy, information can
be updated instantly. If the organization adds a new

Table 5 Possible Information Provided by an Intranet

Human Resources Management
401K plans

Calendar events

Company mission statement and policies
Contest results

Department information
Employee classifieds

Employee stock options

Job postings

Job descriptions

Leave of absence and sabbatical news
Maps

Medical benefits

New-hire orientation materials
Online training

Telephone listings

Time cards

Training manuals

Training schedules

Travel authorization
Organizational charts

Meeting minutes

Personnel policy

Press releases

Salary ranges

Software program tutorials
Suggestion box

Upcoming functions
Employment applications
Security policies and procedures
Web usage and e-mail policies

Sales and Marketing

Call tracking

Data regarding the latest actions taken by
the competitors

Customer information

Order tracking and placement

Newscast on demand to desktop, custom filtered
to client profile

Sales tips

Product information

Production and Operations
Equipment inventory

Facilities management

Industry news

New product offerings

Product catalog

Project information

Distribution of technical drawings

Accounting and Finance
Budget planning

Credit authorization
Expense report




WHAT Is AN EXTRANET? 9

mutual fund to the 401K programs, content on the benefits
page can be updated immediately to reflect that change,
and the company internal homepage can include a brief
announcement about the change. Then, the employees
have the new information at their desktops as soon as
they look up the 401K programs.

Intranets dramatically reduce the costs and time of
content development, duplication, distribution, and uti-
lization. The traditional publication model includes a
multistep process including:

creation of content,
production of the draft,
revision of the draft,
final draft preparation,

migration of the content to the desktop publishing envi-
ronment,

duplication, and
distribution.

However, intranet technology reduces the number of steps
to only two (it eliminates the duplication and distribution
steps):

creation of content and
migration of content to the intranet environment.

However, content still needs review and approval regard-
less of the medium used for delivery.

WHAT IS AN EXTRANET?

Interorganizational systems (IOSs) facilitate information
exchange among business partners. Some of these sys-
tems, such as electronic funds transfer (EFT) and e-mail,
have been used in traditional businesses as well as in the
e-commerce environment. Among the most popular I0Ss
are electronic data interchange (EDI) and extranets. Both
EDI and extranets provide a secure connection among
business partners. Their roles in business-to-business e-
commerce are on the rise. These systems create a seamless
environment that expedites the transfer of information in
a timely matter.

Some organizations allow customers and business
partners to access their intranets for specific business pur-
poses. For example, a supplier may want to check the in-
ventory status or a customer may want to check account
balances. These networks are referred to as extranets. It
should be noted that an organization usually makes only
a portion of its intranet accessible to these external par-
ties. Also, comprehensive security measures must ensure

that access is given only to authorized users and trusted
business partners. (For detailed information on this topic,
consult the chapter on Extranets: Applications, Develop-
ment, Security and Privacy.)

An extranet is defined as a secure network that
uses Internet and Web technology to connect two or
more intranets of business partners, enabling business-to-
business, business-to-consumer, consumer-to-consumer,
and consumer-to-business communications. Extranets
are a network service that allows trusted business part-
ners to secure access to useful information on another or-
ganization’s intranet. Table 6 provides a comparison of the
Internet, intranets, and extranets (Bidgoli, 2002; Fletcher,
1997).

There are numerous applications of extranets in the e-
commerce world. Toshiba America Inc. is an example of
a company that uses an extranet. Toshiba has designed
an extranet for timely order-entry processing. Using this
extranet, more than 300 dealers can place orders for parts
until 5 p.m. for next-day delivery. Dealers can also check
accounts receivable balances and pricing arrangements,
read press releases, and much more. This secure system
has resulted in significant cost savings and has improved
customer service (Jones, 1998).

Another example of an extranet is the Federal Express
Tracking System (http://www.fedex.com). Federal Express
uses its extranet to collect information and make it avail-
able to its customers over the Internet. The FedEx Web
site is one of the earliest and best-known examples of an
extranet—an intranet that is opened to external users. The
customer can access FedEx’s public site, enter a package’s
tracking number, and locate any package still in the sys-
tem. Using this system, a customer can enter all the in-
formation needed to prepare a shipping form, obtain a
tracking number, print the form, and schedule a pickup.

Extranets provide very secure, temporary connections
over public and private networks between an organization
and a diverse group of business partners outside of the
organization. These groups may include:

customers,
vendors,
suppliers,
Consultants,
distributors,
resellers, and

outsourcers, such as claim processors, or those with
whom the company is doing research and development
(R&D) or other collaborative work, such as product
design.

Table 6 Comparison of the Internet, Intranets, and Extranets

Internet Intranet Extranet
Access Public Private Private
Information Fragmented Proprietary Proprietary
Users Everybody Members of Groups of closely

an organization

related companies,
users, or organizations
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Extranets not only allow companies to reduce internet-
working costs, they also provide companies with a com-
petitive advantage, which may lead to increased profit.
A successful extranet program requires a comprehensive
security system and management control. The secu-
rity system should provide comprehensive access con-
trol, user-based authentication, encryption capability, and
comprehensive auditing and reporting capabilities.

An extranet offers an organization the same benefits
that an intranet offers while also delivering the benefits
that derive from being linked to the outside world. Some
of the specific advantages of an extranet include (Bidgoli,
2002):

Coordination—An extranet allows for improved coordi-
nation among participating partners. This usually in-
cludes suppliers, distributors, and customers. Critical
information from one partner can be made available
so that another partner can make a decision without
delay. For example, it is possible for a manufacturer
to coordinate its production by checking the inventory
status of a customer.

Feedback—An extranet enables an organization to re-
ceive instant feedback from its customers and other
business partners. It gives consumers an opportunity
to express their views about products or services before
those products or services are even introduced to the
market.

Customer satisfaction—An extranet links the customer
to an organization. This provides the customer with
more information about products, services, and the or-
ganization in general. This also makes ordering prod-
ucts or services as easy as a click of the mouse. Expedit-
ing business-to-business e-commerce is definitely one
of the greatest benefits of an extranet.

Cost reduction—An extranet can reduce the inventory
costs by providing timely information to the partic-
ipants of a supply network program. Mobil Corpo-
ration, based in Fairfax, Virginia, designed an ex-
tranet application that allows distributors throughout
the world to submit purchase orders. By doing this, the
company significantly increases the efficiency of the
operation. It also expedites the delivery of goods and
services (Maloff, 1997).

Expedite communication—Extranets increase the ef-
ficiency and effectiveness of communication among
business partners by linking intranets for immediate
access to critical information. A traveling salesperson
can receive the latest product information remotely be-
fore going to a sales meeting. A car dealer can provide
the latest information to a customer on a new model
without making several phone calls and going through
different brochures and sales manuals.

SELECTED INTERNET APPLICATIONS

Several segments of service industries have significantly
benefited from the Internet and its supporting technolo-
gies. The Internet has enabled these businesses to of-
fer their services and products to a broad range of cus-
tomers with more competitive prices and convenience.

Table 7 Popular Internet Applications

Marketing and advertising

Distance learning

Electronic conferencing

Electronic mail (e-mail)

Electronic posting

Healthcare management

Home shopping

Interactive games

Inventory management

News groups and discussions

News on demand

Online banking

Online employment

Online software distribution

Online training

Online politics (voting, participating in political forums,
chat groups, and using the Internet for political
fund raising)

Remote login

Sale of products and services

Telecommuting

Transferring files with FTP

Video on demand

Videophones

Online demonstrations of products and services
throughout the world

Virtual reality games

Online request for proposal (RFP), request for quotes
(RFQ), and request for information (RFI)

The Internet offers numerous tools and advantages to
these businesses to sell their products and services all over
the world. Table 7 lists popular Internet applications.

In the following pages, some of the major beneficiaries
of the Internet and e-commerce will be reviewed.

Tourism and Travel

Tourism and travel industries have significantly ben-
efited from various Internet and e-commerce appli-
cations. As an example, the Tropical Island Vaca-
tion (http://www.tropicalislandvacation.com) homepage
directs prospective vacationers to an appropriate online
brochure after vacationers respond to a few brief ques-
tions about the type of vacation they would like to take.
Customers simply point and click on appealing pho-
tographs or phrases to explore further. Another example
is Zeus Tours (http://zeustours.com), which has been very
effective at offering unique and exciting tours, cruises,
and other travel packages online. Many Web sites al-
low customers to reserve tickets for planes, trains, buses,
cruises, hotels, and resorts. Sites such as biztravel.com
(http://biztravel.com) allow its business customers to plan
a trip, book a vacation, gather information on many
cities, gather weather information, and much more. Expe-
dia.com, Travel.com, Travelocity.com, Priceline.com, ho-
tels.com and Yahoo! Travel are other examples of sites that
offer all types of travel and tourism services.
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Publishing

Many major textbook publishers in the United States and
Europe have homepages. An interested individual can
read the major features of forthcoming books or books in
print before ordering them. The Web sites of some pub-
lishers include a sample chapter from specific books, or
entire books that can be read online for free for 90 days,
whereas others allow online customers to purchase por-
tions of a book rather than the entire book. The Web site
of John Wiley & Sons (http://wiley.com), publisher of The
Handbook of Information Security, allows a prospective
buyer to search the online catalog based on the author’s
name, the title of the book, and so forth. When the desired
book is found, it can be ordered online.

Higher Education

Major universities also have homepages. An interested
individual can go on a tour of a university and read
about different departments, programs, faculty, and
academic resources. Many universities throughout the
world are creating virtual divisions that offer entire
degree programs on the Internet. Many professional cer-
tificate programs are also offered through the Internet.
These programs and courses provide a real opportunity
and convenience for individuals in remote areas and
individuals who cannot attend regular classes to enroll in
these courses. They also provide a source of revenue for
many colleges and universities that are facing enrollment
decline in their service areas. They also allow renowned
experts to teach courses to broad geographic audiences.
(For detailed information on this topic, consult the
chapters on E-Education and Information Privacy and
Security and Security in E-Learning.)

Real Estate

Numerous real estate Web sites provide millions of up-to-
date listings of existing and new homes for sale through-
out the world. These sites are devoted entirely to buy-
ing and selling real estate. The buyer or seller can review
neighborhoods, schools, and local real estate prices. These
sites allow the customer to find a realtor, find brokerage
firms, and learn many home-buying tips. Some of these
sites offer or will soon offer “virtual tours.” These virtual
tours enable a buyer to view a prospective property from
distance. This is achieved by using virtual reality technolo-
gies. Some of the services offered by a typical real estate
site are listed below:

appraisal services,

buying,

checking neighborhood profiles,
checking schools profiles,
financing,

home improvement advice,
obtaining credit reports,
posting a free listing,

renting services,

selling advice, and much more.

Table 8 lists examples of major real estate sites.

Table 8 Examples of Online Real Estate Sites

Prudential California (http://www.prudential.com)
provides wireless listing services and property
data for agents.

ERA (http://www.era.com) is an Internet-based
application with listing information for agents.

Century 21 (http://www.century21.com) is an electronic
system for tracking agent referrals worldwide and also
offers home buying, home selling, financing, and
property listings.

Re/Max (http://www.remax.com) is a contact
management tool for agents that interfaces
with personal digital assistant (PDA) devices.

Homestore.com (http://www.homestore.com) provides
a listing of more than 1 million properties throughout
the United Sates.

Mortgage Expo.com (http://www.mortgageexpo.com)
provides a listing of more than 800 home lenders
throughout the United States.

Employment

Employment service providers have established Web pres-
ences. Table 9 provides a listing of some of the popular
sites to use for finding or recruiting for a job, especially if
it involves information technology.

Banking and Brokerage Firms

Online banking is here. Many U.S. and Canadian banks
and credit unions offer online banking services. Although
online banking has not been fully accepted by customers,
many banking-related resources are being utilized. For
example, many banks use e-mail to communicate with
their corporate customers. E-mail is a less expensive and
more convenient alternative to a telephone call, especially
for long distance communications. Financial reports for
banks can be easily distributed via e-mail to mutual fund
investors or customers.

The banking industry’s ultimate goal is to carry out
many of their transactions through the Internet. Con-
sumer acceptance is the major factor that has kept this
business from exploding. It is generally believed that a se-
cure nationwide electronic banking system is almost in
place. Soon people will be able to use their personal com-
puters (PCs) and the Internet to do all types of banking
activities.

As is discussed in another chapter in the Handbook,
digital signatures are a key technology for the banking

Table 9 Some of the Popular Sites to Use
for Finding or Recruiting for a Job

http: //www.careermosaic.com
http: //www.hotjobs.com

http: //www.monster.com

http: //www.webhire.com
http://www.dice.com

http: //www.guru.com
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Table 10 Some of the Services Available via
the Internet for Banking Activities

24/7 customer service by e-mail
Accessing current and old transactions
Categorizing transactions and producing reports
Exporting banking data to popular money
management software
Obtaining online funding for checking accounts
Obtaining online mortgage and certificate of deposit
applications
Obtaining written guarantee against
frauds and late payments
Obtaining instant approval for personal loans
Obtaining interactive guides to aid selection
of a proper banking product or service
Obtaining interactive tools for designing
a savings plan, choosing a mortgage,
and/or obtaining online insurance
quotes all tied to applications
Obtaining online application for both
checking and savings accounts
Obtaining online forms for ordering checks
and issuing a stop payment
Obtaining free checks and free foreign ATM use
Obtaining IRA and brokerage account information
Obtaining loan status and credit card account
information online
Paying bills
Paying credit card accounts
Transferring funds
Viewing digital copies of checks

and brokerage industry because they provide an electronic
means of guaranteeing the authenticity of the sending
party and assurance that encrypted documents have not
been changed during transmission. The current mergers
and acquisitions taking place and the frequent downsiz-
ing within the financial industry are two reasons to sup-
port Internet banking. Table 10 lists some of the services
available via the Internet for banking activities. (For de-
tailed information on this topic, consult the chapter on
Online Retail Banking: Security Concerns, Breaches, and
Controls.)

Many brokerage firms offer stock and other security
transactions online. They provide quotations for stocks,
bonds, and other securities. To encourage more customers
to use these services, they may offer discounts.

Software Distribution

Several major software vendors offer software on the
Internet. Customers can view listings of available soft-
ware, order, and designate an installation time. Nearly
all hardware manufactures offer drivers and patches as
updates on the Web. Microsoft and several other soft-
ware companies already offer free software via the In-
ternet. Routine downloading of the Netscape Navigator
and Microsoft Internet Explorer browser applications are

two good examples. Both are relatively small programs. In
contrast is the Microsoft Office Suite, which would take
significantly longer to download through an online ap-
plication service provider. Given today’s communications
throughput and bandwidth limitations, program size def-
initely poses a challenge to online software distribution.

A successful application in this area is the distribu-
tion of antivirus programs over the Internet. Several of
the vendors of this software application are already using
the Internet to sell their software to prospective buyers. A
major advantage of this method is the frequency of auto-
matic updates that vendors provide for their customers.
The Internet makes this process a cost-effective venture
for both the vendors and the customers.

The development of online copyright-protection
schemes continues to be a challenging problem. If users
need an encryption code to “unlock” software, backups
may not be possible. However, the odds are in favor of
online software distribution because it provides an inex-
pensive, convenient, and speedy method of purchase and
implementation (Cross, 1994; Hayes, 1995).

Healthcare

Electronic patient records on the Internet could provide
complete medical information and allow physicians to
order laboratory tests, admit patients to hospitals, refer
patients to other physicians or specialists, and order pre-
scriptions. Test and consultation results would be directed
automatically to electronic patient records. The advan-
tages of this approach include the fact that all patient in-
formation would be accessible from one central location.
Another positive side of this application is that it would
allow easy access to critical health information. Imagine
a person who is far away from home and has a serious
health problem because of injury or other causes. Any
physician in any location will be able to download the
complete medical history of this patient and prescribe a
suitable treatment in a short period. However, these sys-
tems may offer disadvantages, such as potential problems
with information privacy, accuracy, and currency.
Telemedicine (http://telemedtoday.com) may provide
the medical profession with the ability to conduct remote
consultation, diagnosis, and conferencing. This could re-
sult in major annual savings in travel costs and overhead
for medical care professionals. As part of the informa-
tion superhighway, a personal health information sys-
tem (PHIS) could conceivably provide interactive medical
tools to the public. Public kiosks located in shopping malls
would be equipped with user-friendly computer equip-
ment for Internet access. Patients would be prompted
through the diagnosis procedure by a series of questions.
Premature onset of disease could be minimized with this
aggressive and proactive approach (Anonymous, 1994).
Virtual medicine on the Internet may allow special-
ists at major hospitals to operate on patients remotely.
Telepresence surgery, as this is called, would allow sur-
geons to operate all over the world without physically
traveling anywhere. A robot would perform the surgery
based on the digitized information sent by the specialist
via the Internet. Robots would have stereoscopic cameras
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to create three-dimensional images for the surgeon’s vir-
tual reality goggles. Physicians would operate in a virtual
operating room. Tactile sensors on the robot would pro-
vide position information to the surgeon so that he/she
can feel what the robot feels. Already, prescription drugs
are sold online and there are several Web sites that
offer medical services (Bazzolo, 2000). (For detailed in-
formation on this topic, consult the chapter on Security
of Medical Records.)

Politics

In the United States in recent years, the Internet has
become a major promotional tool for all major political
contenders in races for the White House, the House of
Representatives and Senate, and other races. Political can-
didates use the Internet to announce the platforms that
they are running on, their major differences with their
opponents, their leadership styles, forthcoming debates,
political events, and so forth. They even use the Internet
for fund-raising.

The Internet may facilitate empowering voters and re-
vitalizing democracy. Twenty-first century citizens may
vote using a computer connected to the Internet, result-
ing in increased participation. Part-time legislators may
have remote access to Washington and they may be able
to remain geographically close to their constituents. Of
course, an identification system would have to be in place,
which could very likely use voice identification, face scan,
finger image, or some other biometric verification tech-
nology. If such a system becomes available, then the se-
curity of the voting application, security of voting results,
and counting accuracy must be carefully analyzed. Cur-
rently, the U.S. House of Representatives is attempting
to put all pending legislation online. Presidential docu-
ments can be found on the Internet. Full-text versions
of speeches, proclamations, executive orders, press brief-
ings, daily schedules, the proposed federal budget, health-
care reform documents, and the Economic Report of the
President are available. There are a number of reposito-
ries of this information that can be found using search
engines. (For detailed information on this topic, consult
the chapters on Legal, Social, and Ethical Issues of the
Internet and Secure Electronic Voting Protocols.)

GLOSSARY

ARPANET (Advanced Research Projects Agency Net-
work) Started in 1969 and continued through 1990
as the basis for early networking research and as a
central backbone network during development of the
Internet.

Directories Anindex of information based on key words
in a document. Yahoo! is a popular directory on the
Internet.

Domain Name Systems (or Domain Name Servers,
DNS) Unique identifiers of computer or network ad-
dresses on the Internet. Whitehouse.gov and csub.edu
are two examples. The first one uniquely identifies the
White House and the second identifies California State
University in Bakersfield.

Extranet A secure network that uses the Internet and
Web technology to connect two or more intranets
of trusted business partners, enabling business-
to-business, business-to-consumer, consumer-to-con-
sumer, and consumer-to-business communications.

Hypermedia This allows links for combinations of text,
images, sounds, and full-motion video in the same doc-
ument. It allows information retrieval with a click of a
button.

Hypertext This provides users with nonsequential
paths to access information whereby information does
not have to be accessed sequentially, as in a book.

Internet A collection of millions of computers and net-
works of all sizes. Simply put, the Internet is the “net-
work of networks.”

Intranet A network within the organization that uses
Web technologies (TCP/IP, HTTP, FTP, SMTP, HTML,
XML, and its variations) for collecting, storing, and dis-
seminating useful information throughout the organi-
zation.

Navigational Tools These allow the user to surf the In-
ternet; Microsoft Internet Explorer and Netscape Nav-
igator are two prime examples.

Search Engines These provide access to various re-
sources available on the Internet, such as library
searches for writing a term paper or resources for mak-
ing a reservation for an airline ticket. Google.com is an
example.

URL (Uniform/Universal Resource Locator) The ad-
dress of a file or a site on the Internet used to identify
a particular Web page.
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INTRODUCTION

“IT and the Internet amplify brain power in the
same way that the technologies of the industrial
revolution amplified muscle power.”

—Bradford DeLong, Professor of Economics,
University of California, Berkeley, quoted in
Woodall (2000)

The purpose of this chapter is to explain what the “digital
economy” is and how it fits into broader economic trends
that are shaping the economies of the United States and
other countries. Essentially, the term “digital economy”
can refer to the use of digital information technology in
various forms of economic activity and its effects on eco-
nomic activity. As such, the term includes more specific ac-
tivities, such as e-commerce and e-business, and is closely
related to terms such as knowledge economy and informa-
tion economy.

All groups in the economy are affected by the pervasive
use of information technology: this includes consumers,
business firms, and governments. Activities that are not
directly commercial, such as personal communications,
are also affected. The fundamental driving force is the
falling costs of processing, storing, and transmitting data
or information that has been put in digital electronic form
as a result of innovations in these areas. These declines in
costs have made further innovations possible that permit
easy and widespread communications via extensive net-
works, the existence of large and rich databases of infor-
mation and knowledge that are freely or easily accessible,
and the ability to conduct most or all stages of economic
transactions over long distances, without relying on al-
ternative methods of information exchange. These new
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applications have, at the same time, spurred innovation
in the core technologies of storage, processing, and trans-
mission, creating a “positive feedback loop.”

The additional results of these expanded capabilities
for accessing, using, and sharing information in digital
form include new and more efficient ways of organizing
markets; new and more efficient methods for businesses to
communicate and transact with each other and with con-
sumers, employees, and job seekers; dramatically lower
costs for individuals in locating or gathering information
of all kinds, including market and product-related infor-
mation; changes in the organization of business firms and
in their strategic behavior; and changes in the overall so-
cietal organization of work, leisure, and general commu-
nities of shared interest.

The chapter is organized as follows. In the section
titled Information Technology, the Digital Economy, and
E-Commerce, we discuss the definitions of the basic
terms, including those we have used in this introduction.
Size and Growth of the Digital Economy provides some
data on the size and growth of the digital economy and
e-commerce and discusses the measured effects of infor-
mation technology on the economy as a whole, as well
as some of the problems of measurement. Implications
for Markets and Organizations describes changes in the
nature, structure, and performance of firms and markets
as digital technologies help make information more
ubiquitous and as information increases in importance
as an economic good. Security examines several aspects
of security and how they interact with or affect the
other developments in the digital economy. Government
Policies examines several aspects of government policy
with respect to the digital economy, including intellectual
property law, privacy, antitrust and other regulation,

15
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and international trade. Work, Play, and Communities
briefly discusses broader implications of the information
revolution, examining how it changes the ways in which
individuals work, play, and interact within organizations
and communities.

INFORMATION TECHNOLOGY,
THE DIGITAL ECONOMY,
AND E-COMMERCE

Although there is no absolute agreement on what the digi-
tal economy is, this section provides a working definition,
discusses how the term is related to e-commerce and e-
business, and discusses the measurement of the digital
economy and the effects on overall economic activity.

Defining the Digital Economy

A computer is essentially a machine for storing and pro-
cessing data. Although one might count the abacus or me-
chanical, gear-based calculating machines as computers,
the term typically refers to electronic machines that use
on/off electrical signals to convey and process data. The
two states, “on” and “off,” based on whether an electric
current is flowing or not, represent the digits 1 and 0.
These are “binary digits” or “bits.” Ultimately, all data
that are input to a computer, and are processed by it,
are translated into bits. “Information” refers to data orga-
nized in meaningful ways, although “information” is often
used to subsume “data” and we follow this practice here.
Information technology (IT) therefore refers to anything
connected to the storage, processing, and transmission of
information converted to digital form. The use of IT for
purposes related to economic transactions gives us the
term “digital economy.” Here is one possible definition:

The digital economy involves conducting or facil-
itating economic activities electronically, based
on the electronic processing, storage, and com-
munication of information, including activities
that provide the enabling physical infrastructure
and software.

Dramatic and rapid reductions in the costs of process-
ing information, storing it, and transmitting it to oth-
ers (see Table 1) have made the uses and benefits of IT

Table 1 Falling Costs of Computing (US $)

Costs of Computing 1970 1999 2004
1 MHz of processing power 7,600 0.17 <0.02
1 megabyte of storage 5260 0.17 <0.01

1 trillion bits transmitted

150,000 0.12 <0.01

Note: For processing and storage, these are hardware and basic
software costs and do not include ongoing costs of use and
management of the hardware and software. For transmission, these are
average costs based on full capacity use.

Source: 1970 and 1999, Woodall (2000), p. 6, Chart 1 (see also
http://www.dallasfed.org/fed/annual/1999p/ar99.pdf, Exhibit 3); 2004,
author’s estimates from various sources and calculations, viz.
processing power from Moore’s Law and trends in prices of Intel chips,
storage based on cost of desktop hard drives, and transmission from
current costs of basic data transfer.

potentially span the whole economy, spurring further in-
novation in core technologies and leading to an “infor-
mation revolution.” On the basis of these falling costs,
innovations such as personal computers, color graphics,
point-and-click interfaces, and other developments have
made IT much easier to use. The Internet and the World
Wide Web are the latest elements of the progress of IT
over the past half-century, adding easy two-way commu-
nication of rich information (text, graphics, audio, video,
etc.). The changes that the increased importance of IT
brings about in people’s daily lives are captured in the
term “new economy.” The term suggests that IT and the
Internet shift the focus of economic activity to informa-
tion and away from traditional activities such as manu-
facturing, although it must be recognized that the man-
ufacturing industry has used IT to improve efficiency in
various aspects of operations, such as scheduling, quality
control, and assembly. Similar terms are possibly more
descriptive: knowledge economy, information economy,
and digital economy. The last of these, as noted, empha-
sizes the fundamental technology that drives everything:
the conversion of information to digital form.

The terms “information economy” and “knowledge
economy” focus on what is being digitized. Information
and knowledge are related, but distinct concepts, even
though the distinction is sometimes fuzzy (we postpone
a discussion of information and knowledge as economic
goods to the section Implications for Markets and Orga-
nizations). Information in this context is more general
and basic, as it denotes anything that can be put into
concrete form before digitization. For example, a popular
song is information, from an IT perspective. The sounds
can be reduced to a digital file that can be stored, trans-
mitted, and processed by various kinds of computers. If
a person internalizes information about the song (its ti-
tle, tune, lyrics, etc.), then that constitutes knowledge,
just as the ability to write computer programs that allow
users all over the world to share songs (as digital files)
is knowledge. To push these examples further, a particu-
lar song-sharing software program is also information. In
this case, knowledge helps to produce and transmit infor-
mation. People can also gather information, process it in
some way, and gain knowledge, as when they study how
to program in a particular computer language. Some of
the same distinction comes up in the differences between
copyright and patent law, which protect different kinds
of intellectual property rights (see Government Policies):
copyright law protects particular expressions of ideas, or
information, whereas patent law protects inventions, or
the ideas themselves, if they are useful knowledge. In all
these cases, digitization (through the use of IT generally,
and the Internet in particular) amplifies the benefits of
knowledge and makes the spread of information easier.

E-Commerce

E-commerce (or electronic commerce) is a popular term
that emphasizes the use of the Internet and associated as-
pects of IT for business purposes. While businesses pre-
viously adopted IT for many internal and back-end activ-
ities (see the next section), the Internet and World Wide
Web have allowed business-to-consumer (B2C) commer-
cial interactions to be more closely and comprehensively
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mediated by IT. Examples of e-commerce include buying
retail items using a Web interface and paying for them
by providing credit card information online; download-
ing a media player or other software (for a trial, free
use, or through a purchase) via the Internet; checking the
news, weather, and movie reviews on a portal, possibly
“paying” for these services by giving attention to online
advertisements; going to an auction Web site and bidding
on collectibles or other items; and paying a monthly sub-
scription for Internet access to chat online with friends or
others one meets in cyberspace.

More formal definitions of e-commerce encompass
all these examples and include commercial transactions
among all kinds of organizations, not just B2C interac-
tions. Here are two general definitions:

Electronic commerce refers generally to all forms
of transactions relating to commercial activi-
ties, including both organizations and individu-
als, that are based upon the processing and trans-
mission of digitized data, including text, sound
and visual images. (OECD, 1997)

In ever greater numbers, people are shopping,
looking for jobs, and researching medical prob-
lems online. Businesses are moving their supply
networks online, participating in and developing
online marketplaces, and expanding their use of
networked systems to improve a host of busi-
ness processes. And new products and services
are being created and integrated into the net-
worked world. (U.S. Department of Commerce,
2000, p. 7)

The scope of what constitutes commercial transactions
is quite broad in these definitions. Information gathering
or exchange that does not directly involve a direct mon-
etary payment may still have an economic motivation.
Even leisure-related activities typically require some mea-
sured economic activity. In the example of using the Inter-
net for chatting, one pays for access to the infrastructure
that enables the leisure activity. Activities that involve the
government (e.g., filing one’s individual tax return elec-
tronically over the Internet) are not commercial in the
narrow sense but are clearly related to economic activity
that is measured in the national accounts statistics.

Of course, not all IT-based activities qualify as e-
commerce in the sense of involving the Internet. For
example, many home activities involving personal com-
puters (PCs) do not involve Internet use at all: record keep-
ing, children’s homework, creating (paper) greeting cards,
typing holiday newsletters, and so on. Similarly, small re-
tail stores may have computerized inventory systems that
have no links to any other computer. However, this gap
between computer use and Internet use is shrinking, and
for many individuals and businesses, using computers or
IT automatically means using the Internet.

E-Business

The encompassing definition of e-commerce presented
earlier includes a broad range of online transactions and
interactions that are connected to some economic mo-
tive. Therefore, this is broader than the term “e-business,”

defined here as the use of IT, including networked comput-
ing, by business firms. For example, if individuals trans-
act directly online, so that no business firm is directly in-
volved, then that would qualify as e-commerce but not
e-business. Similarly, we include government/individual
transactions in e-commerce but not in e-business.

E-business (and therefore e-commerce) includes not
just transactions across firms but also activities that take
place within the boundaries of a business but that do
not cross them. Internal accounting, inventory control,
and other forms of business record keeping and tracking
have been electronically based in industrial countries for
more than a decade, especially in larger businesses. These
purely internal records and transactions, when handled
electronically, are often to what e-business is taken to re-
fer. The use of IT provides cost advantages over traditional
means (i.e., paper) in terms of storage, manipulation, and
retrieval of large amounts of information, provided that
the scale of use is large enough to spread the substantial
fixed costs initially associated with IT investments. In fact,
until computers became affordable as household items as
a result of falling costs and associated innovations, large
organizations were the only purchasers of IT products and
services.

In fact, the digital economy, in the form of business-
to-business (B2B) transactions based on older electronic
communication methods (electronic data interchange or
EDI, using proprietary software and dedicated communi-
cation links), substantially predates the Internet and the
World Wide Web. Electronic links between financial firms
and between large retailers and their suppliers were two
prominent examples of this form of e-business, or B2B
e-commerce. The Internet and World Wide Web have ex-
tended the economic feasibility of such links to a much
wider range of businesses through their use of shared
networks and nonproprietary communication software
and the resulting reduction in the costs of information
exchange. Advances in ease of use and speed of transmis-
sion have also contributed to this trend by further increas-
ing accessibility and flexibility. Another potential effect of
these developments, which supports the use of broader
definitions of terms such as e-commerce and e-business,
is the blurring of the boundaries of the firm, as infor-
mation flows more freely across firms as well as within
them.

SIZE AND GROWTH OF THE
DIGITAL ECONOMY

The size and growth of the digital economy can be gauged
in several ways. Basic measures of numbers of Internet
users, Web sites, and so forth are popular. Clearly, these
do not directly measure the economic activity that takes
place online, though the provision of Internet access is
itself an economic activity. More direct and better mea-
sures are data on transactions that take place online, as
well as the share of IT-related activities in the overall econ-
omy. This section examines in turn these different ap-
proaches to measuring the digital economy and its effects.
None of the measures is perfect, which reflects the new-
ness of the digital economy as a challenge for economic
statisticians.
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Internet Use

Three kinds of statistics that are often used to gauge the
growth of the digital economy are the number of people
with Internet access, the number of unique Web pages,
and the number of Web sites, with the latter two being
conceptually very close. The U.S. Department of Com-
merce, using data from the U.S. Census Bureau, reported
that 143 million Americans, or 54 percent of the pop-
ulation were using the Internet in September 2001, up
from 117 million thirteen months earlier (U.S. Depart-
ment of Commerce, 2002. Nielsen NetRatings, 2001, esti-
mated a higher number of Americans, 168 million, online
in January, 2001). Furthermore, a broader cross section
of Americans is using the Internet, reducing earlier fears
of a “digital divide” between those with access to these
new communication tools and those without (especially
the poor). In fact, the growth in Internet use during the pe-
riod 2000-2001 was fastest among Americans with house-
hold income less than $15,000 a year (U.S. Department
of Commerce, 2002). By February 2004, according to an-
other survey, 204 million Americans had Internet access
from home, representing close to 75% of the population
(Nielsen Net Ratings, 2004). Another important trend that
has emerged recently in the United States is the acceler-
ation in the proportion of Internet-connected households
with broadband access, crossing 45% in February 2004
(Websiteoptimization, 2004, March).

The Internet is also increasingly global, with the world-
wide number of users estimated at 729 million (Global
Reach, 2004), of whom more than half used a language
other than English. With the exception of the United
States and a few European and Asian countries, the num-
bers of Internet users are still low relative to population
sizes, which reflects generally lower levels of income in
much of the world, but as costs continue to fall, even poor
villagers in Asia, Africa, and Latin America are beginning
to use the World Wide Web to get weather and crop price
information or to check on village land-ownership records
from government Web sites. This represents another as-
pect of overcoming the initial digital divide introduced by
the Internet. Table 2 gives a sampling of Internet use by
language, from Global Reach. In most cases, there is a
close correspondence between countries and languages,
with English, Arabic, Spanish, and Chinese being more
dispersed.

Table 2 Global Internet Use, 2004

Internet Total

Users Population

Language (millions)  (millions)
English 287.5 508
European languages 276.0 1,218

(excluding English)

Arabic 10.5 300
Chinese 102.6 874
Japanese 69.7 125
Korean 29.9 78

Source: Global Reach (n.d.).

Rough measures of the Internet resources available
to the growing number of users are given by counts of
the number of Web pages and Web sites. The number of
unique World Wide Web pages was reported to be more
than 1 billion by January 2000, up from just 100 million in
October 1997 (Inktomi, 2000; NUA, 1997). The number of
Web sites in August 2004 was more than 53 million, well
up from the 43 million estimated a year earlier and a dif-
ferent order of magnitude altogether from the 19,000 sites
estimated in August 1995 (Netcraft, 2004a and 2004b). Of
course, neither measure indicates how much time people
actually spend online or how that time affects economic
activity. In particular, they do not tell us how much money
people spend directly or indirectly as a result of their Inter-
net use. For that, one would use the approach of national
income and product accounting, which estimates value
added in market transactions. There are problems with
this way of measuring economic activity, such as the fail-
ure to account for the value of time used in nonmarket
transactions or in activities that affect market transac-
tions,! but official methods of calculating economic activ-
ity are the best we have. In particular, they are designed
to capture market-based economic activity relatively well
and to avoid problems such as double counting, which
occurs if the gross values of transactions at various stages
of the value chain are added up.

Types and Measures of Online Transactions

The problem of double counting is avoided when one
looks at final sales to consumers. B2C e-commerce seemed
to hold out great potential in 1999 and the early part
of 2000, resulting in a rather frenzied burst of en-
trepreneurial activity backed by eager venture capitalists.
This fever has cooled, but the growth remains. The U.S.
Bureau of the Census estimated electronic retail (e-tail)
sales in 2001 to be $34.3 billion, $44.3 billion in 2002, and
$56.0 billion in 2003. However, even after this impressive
growth, online sales remained just under 2 percent of all
U.S. retail sales.? In Europe, figures for online retail sales
are less standardized, but one estimate for 2002 put them
at about $30 billion, or comparable to the U.S. figures
in magnitude.? A more recent survey by VISA estimated

! For example, time spent in gathering information that affects purchase
decisions is not valued in national accounts. Shifts in this activity from
traditional, physical methods (such as browsing print media, telephoning,
and driving around to stores) to online search will not show up in the data,
except as changes in business spending (from magazine ads to Web ads),
or even reductions in economic activity (less spending on magazines by
consumers).

2 These statistics are reported at http://www.census.gov/mrts/www/data/
html/04Q4.html (U.S. Census Bureau, 2004), which also gives histori-
cal data, calculation methods, and charts. Other surveys give somewhat
higher figures. For example, AOL reported that its members alone spent
$33 billion online in 2001 (CNET, 2002). However, this may include travel
spending, which, if excluded reduces estimates considerably. The figures
reported in the text exclude travel spending, which would add another 50%
to those figures if included. See comScore, 2002.

3 The estimate is from Forrester Research, as reported in the Interna-
tional Herald Tribune (2002). Gartner, another IT research firm, estimated
somewhat higher numbers (GartnerG2, 2002), but they seem too high
compared with U.S. figures, given somewhat lower Internet penetration
in Europe. Higher numbers for Europe may include travel and financial
services transactions. See OECD (2002a) for a discussion and detailed
comparisons.
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that e-tailing took off in the beginning of 2004 in several
European countries, doubling in the first quarter as com-
pared to a year earlier (European Online Sales up Across
the Continent, 2004). Statistics for online retail sales in
Asia are still less reliable, but one can estimate them to be
about one quarter to one third of European figures, based
on various Internet sources.

B2B transactions may involve products that are indis-
tinguishable from consumer products (computers and of-
fice supplies, for example). The only difference is that
they are sold to businesses rather than to households
or consumers. However, a large segment of B2B trans-
actions involve raw materials and intermediate prod-
ucts, as well as services that are specific to businesses
(for example, accounting, human resource management,
and, increasingly, IT services). Although estimates of B2B
e-commerce vary widely, it is widely agreed that the num-
bers are much more substantial than for B2C e-commerce.
The reasons have to do chiefly with the historical scale
of IT, compounded by the cost-saving incentives of busi-
nesses in competitive markets. As noted in the previous
discussion of e-business, Internet-based e-commerce rep-
resents the effect of cost reductions in expanding the size
of the communications network, and hence the market,
from just large firms to including small firms as well as
households.

There is a conceptual problem with most estimates of
B2B e-commerce, which simply add up revenues from
a variety of firms. Because B2B transactions involve in-
termediate products and services, aggregating revenues
across businesses will involve double counting, because
revenues for intermediate products sold to other busi-
nesses are a cost for those businesses. Still, one can use
the numbers, and changes in them, to get some idea of
the importance of B2B e-commerce. Although the U.S.
Census Bureau does not yet estimate B2B e-commerce,
private forecasters do. Estimates for 2001 varied widely,*
ranging in a sample of forecasters (based on a combina-
tion of surveys and guesswork) from US$ 474 billion to
USS$ 1,138 billion for worldwide B2B e-commerce, with
70-80% of this being in the United States (estimates are
from surveys; eMarketer, 2002). The numbers vary greatly
across sources, but they are all of similar orders of mag-
nitude, and all project substantial growth. One can safely
conclude that B2B e-commerce substantially exceeds B2C
in size, and it may be growing somewhat faster on aver-
age. Finally, the cost advantages of using the Internet,’
plus the benefits of being part of a larger network, are ex-
pected to cause a relative shift to the Internet from EDI.
Small businesses, in particular, can use Internet-based
e-commerce where EDI would not be economical for

4 One area where differences in estimates can arise is with respect to EDI,
which uses private networks and proprietary software, and has been re-
stricted to larger firms. For example, the Boston Consulting Group esti-
mated U.S. EDI for 1998 at $571 billion, dwarfing its estimate of Internet-
based B2B e-commerce of $92 billion. At the same time, they projected EDI
to grow only slowly, to $780 billion in 2003, while projecting US Internet-
based B2B e-commerce to be $2 trillion in 2003.

5 For example, retailer Sears Roebuck, one of the pioneers of EDI, has
an EDI system that costs it about $150 per hour. Internet-based exchange
with its suppliers could reduce this figure to as little as $1 an hour. See
Guy (2000).

them. Furthermore, electronic marketplaces are poten-
tially economically viable using the Internet, but not with
traditional EDI, because the Internet permits more flexi-
ble and less costly access.

One final category of e-commerce is consumer-to-
consumer (C2C). Although firms such as eBay—which
is the dominant C2C marketplace, with more than 60%
of market share (Rudl, 2003)—have entered the popu-
lar imagination through their electronic auctions for col-
lectible or unique items, the value of C2C transactions
is relatively small. However, eBay now handles B2C and
B2B transactions as well. In 2003, eBay’s net sales, from
transaction fees on $15 billion in gross revenues, reached
$1.2 billion (Hof, 2003). Again, one should caution that
the total value of a transaction does not represent the eco-
nomic value added of an activity. If a used item is bought
and sold through a dealer, the dealer’s profit is a better
measure of the value created in the overall transaction,
and this is what is measured in the national accounts.
Thus eBay’s own revenues, adjusted appropriately for its
market share, may be a better indicator of the importance
of C2C e-commerce than the value of goods transacted
through eBay. A complication for this approach is the in-
creasing use of eBay for B2C sales. Of course, a used item
sold privately (say, in a flea market) will not show up at
all in that official accounting.

Information Technology and GDP

E-commerce, measured as actual transactions conducted
online, represents only a small fraction of the U.S.
gross domestic product (GDP), which was 10.9 trillion
dollars in 2003. However, overall spending on IT may
be a better measure of the significance of the digital
economy, because the use of IT has become pervasive
in businesses of all kinds and sizes. A useful discussion
and justification for this view is OECD (2002a). This
includes the use of computers for managing transactions,
inventory, and logistics, even without use of the Internet.
At the same time, the boundaries between general IT use
and e-commerce are increasingly blurred. Networks exist
within corporate walls and simultaneously are part of
the larger network of the Internet. Telecommunications
infrastructure that carries telephone conversations is also
used for World Wide Web data. Total IT spending in the
United States (without any double counting) now makes
up about 7% of GDP, or more than 700 billion dollars.®
This includes hardware, software, services, and telecom-
munications spending. This means that there is still a
substantial part of economic activity that is not directly
related to information technology. However, it is a reason-
able forecast that the 7% figure will increase over the next
few decades. A slightly different measure, the percentage
of ICT value added in business sector value added, yielded
an average of close to 10% for 25 OECD countries in
2000, with the United States being somewhat above this
average, and extremes ranged from more than 15% for
Ireland and Finland to about 5% for Greece and Mexico.

¢ See Jorgenson (2001) for detailed estimates. Figures from IT market
research groups such as International Data Corporation (IDC) are a little
higher.
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(The “C” refers to “communication,” which has become
increasingly digitized, and is counted with IT in many
statistical and conceptual exercises. The data are from
OECD, 2002b.)

One factor working against an increase in IT as a pro-
portion of GDP is the fall in the costs of IT. The empirical
regularity observed by Intel cofounder Gordon Moore,
and enshrined as “Moore’s Law,” says that the number of
transistors per microprocessor doubles every 18 months.
This ability to pack more and more circuitry on tiny wafers
of silicon keeps reducing the cost of processing power.
Similar factors are at work in storage and communication
of information, resulting in enormous reductions in the
overall cost of computing (recall Table 1). To the extent
that only expenditures are measured when economic ac-
tivity is calculated, some of the impact of the digital econ-
omy is being missed. For a simple example, a $2,000 home
computer is many times faster than a $2,000 home com-
puter available five years ago; it has much more storage
capacity and it can communicate much faster with other
computers than was possible half a decade earlier. Even
neglecting adjustments for inflation (which would mean
that the $2,000 computer now is cheaper in real terms),
the same amount of money spent now allows one to work
more quickly and effectively or to enjoy one’s leisure more.
Thus, the same spending on information technology to-
day gives much more “bang for the buck” than five years
ago.

The changes in computing go beyond having more
capacity or saving time and encompass activities that
were impossible in the past: online games, music listen-
ing and sharing, interactive distance learning, and so on.
Again, these increased capabilities are not fully accounted
for in the standard accounting of economic activity. Of
course, these measurement problems have always existed.
Innovation that introduces new products or improves the
quality of old products has always been difficult to account
for. One might argue, however, that IT has accelerated in-
novation and magnified the problem of underestimating
the benefits of certain economic activities (Brynjolfsson &
Hitt, 2000).

The problem of accounting for improvements in qual-
ity and variety goes beyond the IT sector. If IT can be used
to more effectively design new products or improve the de-
sign of existing products, then its value will be greater than
is simply reflected in spending on IT itself. In other words,
better, cheaper, more versatile computers make it possi-
ble to have better, cheaper, more varied cars, houses, toys,
and so on. This is partly what Brad DeLong (see Introduc-
tion) means when he says that IT amplifies brainpower.
For example, in crash testing new cars, actually crashing
a car could cost approximately $60,000 each time. This is
how it used to be done, with the results analyzed partly
by computer. Simulating the entire crash on a computer
can now instead be done for close to $100 (Woodall, 2000,
p. 5).

Despite these seemingly obvious benefits of IT, one
paradox that proponents of the new economy have faced
has been the lack of hard evidence for these benefits in
the overall GDP data, which measure economic activ-
ity. Initially, increased investment in IT did not appear
to be improving productivity in any measurable way. The

conclusion of skeptics was that much of this IT spending
had no real effect. We turn to this issue next.

Information Technology, Growth,
and Productivity

Much of the attention to productivity growth has been
with respect to the United States, which has spent the
most on IT and which had a prolonged slowdown in
productivity growth in the 1970s and 1980s. Early invest-
ments in IT seemed to have no countervailing effect to re-
verse or mitigate this slowdown. Analysis of the introduc-
tion of electric power a hundred years ago (David, 2000)
suggests that the benefits of innovation can take decades
to appear in quantifiable form. This seems to fit with what
happened in the last five years of the twentieth century,
when U.S. productivity growth did increase substantially,
just as the penetration of PCs into homes approached 50%
and as the Internet took off.

Some work on the recent U.S. experience (Gordon,
2000) suggests that the increase in productivity growth is
confined to a small segment of the economy (computers
and durable goods). Furthermore, the productivity boost
may have been entirely the result of the prolonged eco-
nomic expansion in the United States (productivity rises
during economic booms). This skeptical view is supported
by studies that find productivity gains have been low in
sectors where IT investments have been high. For exam-
ple, measured productivity in banking and education ac-
tually fell from 1987 to 1997, even though these were the
sectors with the highest spending on IT as a proportion
of output. Possible explanations for the failure of IT in-
vestments to show up as improved productivity include,
on the benefit side, the inability to account for time sav-
ings, increased outputs of public knowledge, availability
of greater variety, and general improvements in the quality
of products and services. Thus, some of the most impor-
tant benefits of the digital economy could also be the ones
that slip through the cracks in measuring economic ac-
tivity. Alternatively, the benefits may simply not be there,
rather than being unmeasured. Explanations include lags
in learning how to get the most from new technologies, the
need for complementary investments required to boost
output, and the presence of network effects, which limit
gains unless there are many adopters. Baily (2004) and
Gordon (2004) provide detailed reviews of these and other
cautionary arguments with respect to the impact of IT on
productivity growth.

Despite the caveats, two recent, comprehensive analy-
ses, by Jorgenson (2001) and Stiroh (2002), suggest that IT
has been an important contributor to productivity growth
in the 1990s. (See also Oliner & Sichel, 2002.) Jorgenson
directly traces this effect to the rapid fall in the prices of
semiconductors and of IT products in general, especially
after 1994. For 1995-1999, Jorgenson estimates that two
thirds of the United States’ productivity gains were the
result of IT use. Stiroh goes even further, with a detailed,
industry-level analysis of the United States. He finds that
the U.S. productivity revival was indeed broad-based, that
much of it took place in IT-producing industries, and
that industries that are IT-use-intensive also had higher
productivity gains. Thus Stiroh’s work appears to tilt the



IMPLICATIONS FOR MARKETS AND ORGANIZATIONS 21

scales in favor of a positive assessment of the effects of the
digital economy, at least for the United States. Work by
Triplett and Bosworth (2003) provides additional positive
evidence, estimating that IT investments have been signif-
icant in contributing to productivity growth in the service
sector.

Studies for other countries are also beginning to find
significant impacts of IT on productivity growth. Daveri
(2000) reaches positive conclusions with respect to the
impact of IT on overall economic growth. His exercise in-
cludes 18 OECD countries, and his results for the United
States are broadly similar to those of Jorgenson and
Stiroh. For Canada, Japan, Australia, New Zealand, and
13 European countries, he obtains varied results, with
Canada, Australia, New Zealand, the Netherlands, and
the United Kingdom having relatively high contributions
of ICTs to growth, with Italy and Spain at the other ex-
treme. Daveri also argues why his results are more posi-
tive than those of another cross-country study (Colecchia
& Schreyer, 2002), which uses a narrower definition of IT.
These studies use data for 1991-1997, and therefore miss
the end of the 1990s, when significant growth in IT, as
well as overall growth, took place. Jorgenson (2004) exam-
ines data for the G7 countries (Canada, France, Germany,
Ttaly, Japan, the United Kingdom, and the United States)
for 1980-2001. He documents the importance of IT capi-
tal spending for the overall contribution of capital invest-
ment to growth, as well as the effect of IT production on
overall productivity growth. The results across the G7 are
not too dissimilar, indicating that the United States has
not been an outlier in this respect.

IMPLICATIONS FOR MARKETS
AND ORGANIZATIONS

This section discusses how the use of IT and the Internet
affect the structure and outcomes of markets and the orga-
nization and strategies of firms, all from a microeconomic
perspective. The consequences of the special nature of in-
formation as an economic product are also highlighted.

Information and Markets

The most basic way that the information revolution
changes the economics of the marketplace is in making
information about all kinds of products and services more
widely available. Although basic models of the market sys-
tem often take it for granted that information about prod-
ucts and about buyers and sellers is abundant, in prac-
tice, this is not the case. In fact, one of the virtues of the
competitive market system is its ability to economize on
the use of information. Textbook-style competitive mar-
kets cannot overcome some kinds of lack of information:
for example, the quality of a product may be observable
to sellers who provide it, but not to buyers. In practice,
many kinds of institutions arise to overcome informa-
tional problems: brand names, warranties, consumer pro-
tection laws, and so on. Business firms and other organi-
zations may themselves be viewed partly as a response to
information problems that prevent the use of markets for
all transactions (Coase, 1937), with such transactions be-
ing internalized within firms. With firms as major actors,

the market economy can be viewed as a scene of con-
stantly shifting attempts to create advantages over com-
petitors by finding opportunities for greater efficiency or
satisfying wants more effectively.

In this situation, the availability of greater information
about products and services may upset existing institu-
tions by changing the relative costs and benefits of cur-
rent ways of doing things. How firms organize their own
internal operations and transactions can change, and how
they interact with consumers can also change. New kinds
of firms may arise simply to manage the new possibilities
for market interaction. For example, firms may specialize
in providing price or quality comparisons to consumers,
in ways that were not cost-effective before. Firms may
find it easier to outsource manufacturing, because they
can maintain closer links with suppliers through regular
electronic information exchange. Other firms may provide
combinations of services that were impossible or unlikely
in the past, combining traditional media content (news,
entertainment, and product information) with individual
services such as auctions and communications.

From the perspective of consumers, or buyers more
generally, the Internet lowers search costs by providing
large amounts of product-related information anytime
and anywhere. In addition to information from sellers,
buyers can also more easily access information from inter-
mediaries that rank products or make price comparisons
or from other buyers. In consumer markets, this ability
to gather information from dispersed buyers represents a
major extension of word-of-mouth methods of informa-
tion sharing.

Preliminary work on the functioning of markets online
suggests that there are measurable effects of the greater
availability of information. A survey by Smith, Bailey, &
Brynjolfsson (2000) examines the evidence on four dimen-
sions of price competition in B2C online markets, as com-
pared to traditional transactions mediated through phys-
ical stores:

1. Price Levels: Are posted prices lower online?

2. Price Dispersion: Are prices of online sellers less spread
out?

3. Price Adjustment: Do sellers adjust posted prices more
finely or frequently online?

4. Price Sensitivity: Are buyers more responsive to price
changes online?

Overall, the results of various empirical studies indi-
cate that prices are lower online, there is less price disper-
sion, and prices are adjusted more often and in smaller
increments. All of these conclusions are consistent with
the general hypothesis that online markets are more com-
petitive. The results on price sensitivity are mixed and
may be related to factors that cannot be controlled for,
such as differences in the characteristics of online con-
sumers. The lack of evidence for perfect competition (per-
sistence in price dispersion, for example) can be explained
by the continued importance of factors such as trust and
reputation, switching costs associated with search that
is still costly (though less so), investments by consumers
in seller-specific information, loyalty programs, and price
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discrimination—possibly supported by customization of
offerings (e.g., with “dynamic packaging” of vacation
packages at online travel sites) where resale or consumer-
to-consumer information exchange is not effective.

These studies examined only posted price markets, in
the context of a small number of products such as books
and compact discs (CDs). Possible efficiency gains exist
through the better matching of buyers and sellers in mar-
kets that otherwise relied on more costly methods of in-
termediation. In addition to online auctions of collectibles
and other used items, job markets, personal-relationship
matching markets, and many fragmented B2B markets
appear to have taken off precisely because the Internet
and Web allow buyers and sellers to match more effi-
ciently, which creates higher-value matches as well as
lower costs associated with agreeing on a price and com-
pleting a transaction. Three important consumer markets
where the Internet also appears to have had an impact
are those for automobiles, housing, and financial ser-
vices. All these markets have been characterized by high
search costs and the presence of intermediaries with sig-
nificant market power (car dealers, real estate agents,
stock brokers, insurance agents, and so forth). The use
of the Internet for basic information search and price
comparisons appears to be providing some degree of in-
creased competition in all these cases. In some cases,
particularly digital products such as financial assets, the
entire transaction can be completed online. In others,
the Internet provides a vehicle for a significant propor-
tion of the information exchange that accompanies a
transaction.

The Internet also expands markets across national
boundaries and affects international trade through its
ability to increase the quantity and richness of the in-
formation that is available. As in complex transactions
within national boundaries, the kind of information that
the Internet can provide does not remove the potential
need for traditional face-to-face interactions, particularly
when a relationship is being formed. However, it reduces
the cost of much of the search process, in terms of where
a potential buyer might want to invest more time and
money in gathering the information necessary to decide
whether to transact. Furthermore, once a relationship is
established, the ongoing costs of routine information ex-
change and even transactions are reduced. In such cases,
the products that are traded may well be traditional phys-
ical products: e-commerce does not involve transforming
the products, but rather changing the nature of the search
and transaction processes. Even in this case, the savings
in terms of transaction costs may be substantial enough
to significantly boost international trade. For small con-
sumer items such as handicrafts, the Internet and Web
provide a cost-effective way for even rural artisans in de-
veloping countries to advertise globally.

Information as an Economic Product

A basic effect of the information revolution is on informa-
tion itself as an economic good. The best-known exam-
ple of the magnitude of this impact is what happened to
the Encyclopedia Britannica. The Britannica was the pre-
mier encyclopedia, with thousands of pages of articles by

renowned experts. It sold for thousands of dollars, priced
to recover the cost of a well-paid direct sales force as well
as the high printing cost for its two dozen volumes. This
business was destroyed by the ability to put a reasonably
large amount of information on a single CD-ROM, sold for
under a hundred dollars, or even bundled in “free” with
a home computer system. CD-ROM encyclopedias were
inferior in academic quality but were “good enough” for
most people, and the price was right.

The ability to store, process (including copying), and
transmit large quantities of digital information at lower
and lower costs is now the central characteristic of in-
formation as an economic product. A world where the
marginal costs of providing information approach zero is
a world where businesses that deal in information have
to find new ways to provide value to consumers, ways
for which they can actually charge enough to recover the
costs of producing the information in the first place. To do
this, information may have to be bundled, personalized,
or managed within a service that creates a long-term rela-
tionship with the buyer. To the extent that other products
and services have also been bundled with information in
the marketplace, and that this bundling changes, firms
have to create new bundles of value. For example, online
retailers try to provide their customers with suggestions
and ideas, based on tracking the buying and browsing
patterns of individual customers and those with similar
interests. This is not dissimilar to the old personalized ser-
vice in the local store but can be done at a scale that was
earlier impossible. Bundling may also take place without
personalization, the combination of hardware and soft-
ware being the most obvious example.

The ability to process large quantities of information
in increasingly sophisticated ways is at the heart of the in-
formation revolution, extending not only to the ability to
make suggestions about existing products, but also to de-
sign products in collaboration with individual customers,
and to do it at a large scale. Flexible mass customization,
referring to the ability to quickly satisfy the diverse wants
of large numbers of individual consumers, is one of the
possible pillars of business strategy in the digital econ-
omy (see the next section). In all these cases, businesses
also have to be able to capture the value that they create,
which may require strategies including a combination of
technology (e.g., software to control copying), law (e.g.,
enforcement of copyrights—see the next section), and eco-
nomics (e.g., pricing).

In addition to the low marginal cost of providing in-
formation, there are several additional aspects of infor-
mation or knowledge as an economic product that affect
the working of markets and organizations. In particular,
information is a shareable or nonrival good in consump-
tion, where the terms refer to the ability of more than
one person to consume the same thing. Low-cost copy-
ing, storage, and transmission enable this shareability to
be implemented in new ways, such as peer-to-peer music-
file swapping, which bypasses traditional commercial dis-
tribution channels. In many cases, the use value of the
information is unaffected by its being shared, or it may
even be increased. For example, news and entertainment
can be conveyed to large numbers of people simultane-
ously or sequentially, and no single person’s enjoyment of
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a TV program is diminished as a result and may even be
higher if the program can subsequently be discussed with
friends (a positive externality). In other cases, the value of
information may be reduced if others have access to it (a
negative externality). Information that affects the value of
financial assets is a good example, where insider knowl-
edge bestows an advantage in the marketplace. A seller’s
knowledge of a buyer’s circumstances (or vice versa) is an-
other example, in which one party may be better off with-
out the other side knowing their valuation. In the exam-
ples of the previous subsection, where the effect of better
information about the products and market opportuni-
ties was discussed, the market-related information could
involve either type of externality. In cases where infor-
mation is the final consumption good itself, such as en-
tertainment, status considerations might create negative
externalities, but the positive externality case seems more
common.

The shareable nature of information and knowledge
also raises concerns for the legal definition and enforce-
ment of property rights, which are crucial for all mar-
ket economies. In the digital economy, knowledge is in-
creasingly important as a driver of economic activity and
growth. To play this role, it must be part of the system of
economic incentives. Knowledge or information is legally
characterized as intellectual property (IP), but this is fun-
damentally different from physical property and requires
its own system of legal definitions and rights. Thus, IT and
the Internet amplify not only brainpower but also the im-
portance of the legal system that governs the economic
rewards to brainpower. Furthermore, technological ad-
vances that make copying and sharing of information of
all kinds incredibly quick and inexpensive are having a
major impact on legal issues relating to intellectual prop-
erty, as in the case of music-file swapping. We give a flavor
of the issues here.

Briefly, there are four areas of IP law: (a) trade se-
cret law, which protects valuable information not gener-
ally known that has been kept secret by its owner; (b)
trademark law, which protects words, names, and sym-
bols used by manufacturers and businesses to identify
their goods and services; (c) patent law, which protects
new, useful, and “nonobvious” inventions and processes;
and (d) copyright law, which protects original “works of
authorship.” All these concepts of intellectual property
predate e-commerce by centuries, of course, developing
along with capitalism and the industrial revolution. The
information revolution provides some new challenges in
this arena, especially in the area of copyright law, although
patent law also has been stretched by the information rev-
olution and the rise of e-commerce, and issues of trade-
marking have arisen with respect to basic online activities
such as the use of hyperlinks on the World Wide Web.

Although patents are not granted for scientific truths or
their mathematical expression (including computer pro-
grams as mathematical algorithms), an invention includ-
ing software is patentable if the software controls real-
world processes or numbers that represented real-world
concepts. The commercial use of IT fits this description
in ways that were unimaginable when the courts ruled in
this way, and software patenting has exploded in the last
few years. E-commerce software patents include broad

(many argue, too broad) ideas such as one-click buying
and reverse auctions. In addition, the increased use of IT
to govern internal business processes such as inventory
control and work flow has also generated numerous soft-
ware patents. Although a strong system of granting and
enforcing patents is consistent with the idea of providing
incentives for innovation, it may reduce the social benefits
that accrue from widespread adoption of innovations. Pol-
icy and legal debates are likely to continue, because there
is no universal right answer to the issue of the nature and
degree of optimal patent protection.

Copyright law differs from patent law in preventing
the unauthorized copying of the expression of ideas but
not ideas themselves. Therefore, copyright law does not
protect against someone stealing an invention or some-
one else independently creating a similar expression.
However, copyright does provide some protection against
“nonliteral infringement,” such as the near duplication of
screen displays. The primacy of information products, or
“content,” in e-commerce, and the ease with which digi-
tal information can be copied and distributed, have made
copyright law for the Internet a major area of concern.
Again, there are arguments on both sides, with associa-
tions of copyright owners of content such as music and
movies pushing for strict controls on digital copying and
others supporting broader notions of fair use and free ex-
pression as limits on copyright law.

In addition to legal and technological strategies to en-
force copyrights (see the section Intellectual Property), IP
holders have also turned to innovations in business strat-
egy to capture the potential value of their IP. Several initial
attempts to create Web-based music download services
foundered because of lack of breadth of offerings, mis-
pricing, or poor marketing. More recently, Apple’s iTunes
service has been a substantial success, offering a wide
range of songs for download at 99 cents each in the United
States. In addition to pricing, marketing, and breadth of
product offering, a key success factor in this case has been
the availability of attractive portable hardware for play-
ing the downloaded music. In fact, Apple’s sole source
of profits so far has been sales of its iPods, rather than
song downloads. Attempts by competitors to offer com-
patibility across hardware and software platforms suggest
that this market may not have reached long-run equilib-
rium. Nevertheless, there does seem to be evidence that
viable business models of paid digital delivery of copy-
righted material can be constructed. In fact, this observa-
tion extends to other forms of digital content, such as news
and research material, although these markets are not as
prominent as that for music and other entertainment.

Market Structure and Strategy

The nature of information, where marginal costs of de-
livery are small and fixed costs of production may still be
large, is often alleged to favor winner-take-all outcomes,
because a single firm serving the whole market has the
lowest average costs. These supply-side economies are re-
inforced by economies of scale on the demand side, that
is, the benefits of creating and controlling large networks.
Consumers will presumably join the network that is al-
ready large to get the highest benefits of being able to
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select a transaction partner from a bigger pool or other
advantages of interaction. Thus buyers will look on eBay,
because it is the largest online auction site, whereas sell-
ers will list there for the same reason. The size advan-
tage associated with these positive network externalities
(that joining a network increases the benefits to others
as well as oneself) keeps reinforcing itself, because the
marginal value of the network is an increasing function
of the network’s size. On the other hand, if individuals can
simultaneously participate in more than one network, and
if a smaller, competing network can offer a price break to
attract them, then the advantage of the winner will be lim-
ited and taking all may not be feasible. Intellectual prop-
erty rights may also create winner-take-all outcomes, if a
single firm is able to establish a default technical standard
for an entire market (e.g., desktop operating systems). All
these factors may push firms to seek first-mover status,
with competition being for the market itself rather than
market share.

Even in cases where traditional competition for mar-
ket share remains paramount, focusing on information
leads to a different emphasis in terms of the economics
of business strategy. Pure price competition has to be less
important than competition along an array of different di-
mensions, because price competition over homogeneous
goods in a world of high fixed costs and low marginal
costs will lead to firms losing money. (For example, the
Bertrand model of price competition suggests that firms
with homogeneous products will be pushed toward pric-
ing at marginal cost, making it impossible to recover their
sunk fixed costs.) Pricing itself becomes more complex
because the use of IT increases the possibilities for price
discrimination, differentiating across consumers and over
time. Pricing strategy must be combined with strategies
for marketing, product differentiation, and raising the
costs that customers incur in switching to competitors. All
these dimensions of strategy exist independently of the In-
ternet and e-commerce, but they become more salient in
a world where information technology operates through-
out the stages of production (what business strategists call
the “value chain”), as well as in the interaction of buyers
and sellers in the marketplace. The ability to gather in-
formation about buyers and sellers, to organize this infor-
mation, and to analyze it creates the potential to integrate
the different dimensions of strategy in ways that were not
possible earlier. For example, travel packages offered on-
line can be created, priced, and offered in real time as a
potential customer searches and can take account of as-
pects of the individual’s search pattern and even past pur-
chase information.

One can distinguish between two separate aspects of
firms’ strategies and how they can change as a result of
IT and the Internet. First, firms can create more value
by meeting consumer wants more effectively. Thus, be-
ing able to elicit consumer preferences more directly and
at lower cost potentially allows firms to design products
and services that create greater consumer surplus. The
design, manufacture, and delivery (the last particularly in
the case of digital products such as content or software, al-
though IT also improves the logistics of physical delivery)
of these products can also be made more efficient through
the use of IT within the firm and in its communications

with its direct and indirect suppliers (its “supply chain”).
(As discussed in the next subsection, these efficiencies
may come about through changes in the organization of
firms, with less need for vertical integration of the stages
of production under common ownership.) Furthermore,
consumer tastes not only can be better matched on aver-
age but also can be served through greater customiza-
tion, in which products and services can be designed
and manufactured to precisely meet individual tastes as
specified by the customer online. This customization is
particularly valuable for information products, such as
content, and also for very personal items such as cosmet-
ics and beauty products. The use of IT internally, and
through the supply chain, allows for the more flexible
approach to production required by mass customization.
Where the products and services are digital, product dif-
ferentiation can also include bundling in new ways. For
example, online portals provide bundles of content and
services that are not matched by traditional media com-
panies or content aggregators such as newspapers and
magazines.

The second aspect of business strategy is value capture.
In this case, the greater ability to gather information about
buyer preferences through tracking online behavior—
including observational and information-gathering be-
havior as well as buying patterns—allows for pricing to
be more finely tuned so that prices are closer to buyers’
maximum willingness to pay. Thus, the ability to poten-
tially use online interactions to gather and analyze buyer
information allows for greater value capture through var-
ious kinds of price discrimination. In such cases, product
differentiation may be an important supporting strategy
for value capture, in addition to its role in value creation.
Product differentiation can reduce the ability of competi-
tors to undercut a price discrimination strategy. The abil-
ity to vary prices more easily and often in online markets
may also be used as part of a price discrimination strat-
egy, just as seasonal sales are used in traditional retailing.
Bundling of products is another example of how firms
may tailor products to capture greater value from buyers,
although it is not always used for this purpose.

A slightly different way of analyzing business strategies
in e-commerce is to think of online shopping as offering a
bundle of three different categories of goods and services:
the products themselves, the service of time in physically
assembling the order and delivering it, and an informa-
tion service that is made possible by the infrastructure of
the Internet and the World Wide Web. The digital infor-
mation processing and communication capability of this
infrastructure is what makes the bundling of the other
two services economical. In the case of many physical
products, such as groceries, the service of assembling the
order and delivering it would not be cost-effective with-
out the information infrastructure and service. The na-
ture of the information service is what particularly dis-
tinguishes catalog shopping for physical products from
online shopping, because catalog shopping offers more
limited information exchange. In the case of shopping in
a store for physical products, the bundle offered to the
buyer is further differentiated, because in store shopping
the buyer bears the costs of “last-mile” fulfillment (bring-
ing the product home). Interestingly, hybrid models of
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online search and transaction, with physical pickup by
the buyer from a store, are also emerging. In the case of
digital products and services, the differences are greatest
compared with traditional methods, because the product
itself can be delivered via the same infrastructure that is
used for ordering. As one might expect, online transac-
tions for digital products and services provide greater po-
tential for changing ways of doing business.

Changes in Firm Organization

The use of digital technologies has several different possi-
ble implications for the organization of firms. A simple hy-
pothesis is based on the transaction cost theory of the firm
(Coase, 1937), which argues that firms exist to overcome
transaction costs associated with market exchange. If us-
ing IT and the Internet reduces market transaction costs
by increasing the speed and richness of information flows,
then firms will be replaced by markets. Although this argu-
ment has merit, the use of IT within firms also improves,
so the opposite case can be made—that firms are able to
become larger as a result of IT. Certainly, the globaliza-
tion of firms in areas such as sourcing inputs, or serving
different geographic markets, appears to be aided by the
use of IT, and the Internet in particular.

One reason that firms will not disappear is that the
need to control complementary assets, especially differ-
ent kinds of skilled labor or human capital, is a reason
for the existence of firms that is not invalidated by im-
proved information flows. In general, one can argue that
efficient incentive provision—for current effort as well as
investment-related activities—often requires the use of hi-
erarchical organizational forms, rather than pure reliance
on market transactions.

Nevertheless, two trends are evident, and both appear
to be accelerated by the developments in IT and commu-
nications. First, the growth of markets, which has been
driven by lower transportation costs and trade barriers,
and by higher incomes, as well as dramatically improved
communications, permits greater outsourcing and there-
fore some decrease in vertical integration of firms (Bryn-
jolfsson & Hitt, 2000, p. 36). This is an example of Adam
Smith'’s classic maxim that the division of labor is limited
by the extent of the market. The economic logic is that
serving a larger market allows specialized firms to emerge
along portions of the value chain, because they are able
to spread the fixed costs of a separate organization more
effectively. Contract manufacturing is an important exam-
ple of the phenomenon of outsourcing, where the supply
chain becomes more geographically dispersed as well as
being more divided among different firms. Business pro-
cess outsourcing has, more recently, followed manufac-
turing along this path. These trends illustrate a broader
concept, that of “virtualization,” which emphasizes the
use of IT to create changing networks of firms along a
value chain. As we have argued, the need to control com-
plementary assets in a coordinated manner places limits
on virtualization to the extent that it involves separation
of ownership.

Second, even when they do not outsource, firms them-
selves are becoming more decentralized as they incorpo-
rate IT in their internal business processes. For example,

one study of large firms found that greater internal levels
of IT use were associated with “increased delegation of
authority to individuals and teams, greater levels of skill
and education in the workforce, and greater emphasis
on pre-employment screening for education and training”
(Brynjolfsson & Hitt, 2000, p. 35). Other studies indicate
that the IT investments of decentralized firms are more
productive and that such firms have higher market values,
which suggests that market pressures will favor greater
decentralization in the long run. The use of IT within an
organization can also be seen as a form of virtualization,
because control and collaboration can be retained in es-
sential ways without physical proximity.

From the perspective of economies of scale and scope
(Chandler, 1990), the factors affecting firm organization
pull in different directions. On one hand, firms can be-
come more specialized because their ability to serve geo-
graphically dispersed markets is enhanced by the Internet.
For example, niche retailers can potentially sell glob-
ally because their marginal costs of reaching new cus-
tomers are substantially reduced. Trading scope for scale
means that the overall impact on firm size is indetermi-
nate. In general, however, the lower cost of entry in online
business—a Web site is cheaper to set up and operate than
a physical store—suggests that smaller firms will thrive. At
the other extreme, large firms can expand their scale and
scope more easily using online presence and interactions,
and especially in the case of digital products and services,
offer very large ranges of offerings. Therefore, one plau-
sible prediction is that the size distribution of firms will
become more spread out, with firms in the middle losing
out to those at either end (e.g., The Economist, 2002).

Returning to globalization, an important consequence
of digitization is the ability to deliver digital products and
services across national boundaries using the Internet. A
related issue is the effect of greater information availabil-
ity, which expands market reach. In both cases, the ability
to complete transactions online is an additional feature,
although not an essential one. Skills provision and ser-
vices provision are examples of electronic delivery across
national boundaries, with examples of these broad cate-
gories including software development, business process
outsourcing, retail transactions, and customer care. Small
IT projects may be handled entirely online. In other cases,
there is typically some face-to-face meeting (the “high
bandwidth” information exchange) and agreement, fol-
lowed by more routine exchanges or deliveries of services
that take place online. The outsourcing of software devel-
opment from the developed world to countries such as
India and Israel represents an important example of
such activities. In another example, retail financial ser-
vices may be conducted entirely online across national
boundaries. An investor in Europe trading in U.S. stocks
can fill out the application forms, transfer money into
a U.S. account, and trade without using paper or mov-
ing from her screen. Commissions earned by the online
brokerage then represent a payment for services that are
international.

A final aspect of changes in firm organization in the
digital economy is related to the new kinds of products,
services, and delivery methods that are possible. In many
cases, new types of digital economy firms are essentially
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new intermediaries, which provide expertise or reputa-
tion, or economize on transaction costs. The following
classification of firms is in terms of how they combine
information, time services, and goods and services in new
ways in their offerings to customers. It does not include
traditional firms that merely include the Internet as an-
other communication channel, nor does it classify firms
by traditional sectors (e.g., finance) or functions (e.g.,
manufacturing).

1. Information request services provide general informa-
tion on demand through search engine technology, a
very basic aspect of the World Wide Web.

2. Content providers package particular sets of content,
rather than just enable general searches for any kind
of information, and can be considered a new kind of
media firm.

3. E-tailers are a carryover from the world of physical
retailing, including catalog sales, but offer a differ-
ent bundle of products, time, and information services
than traditional retailers.

4. Exchanges and brokers operate electronically with-
out physically bringing together buyers and sellers or
the objects being sold and act as “market-makers” or
“market-expanders.”

5. Community creators provide online mechanisms for
communication, networking, and collaboration.

6. Infomediaries focus only on providing information per-
taining to potential market opportunities and are po-
tentially neutral with respect to buyers and sellers.

7. Portals are aggregators, or diversified firms, that com-
bine the previous six types of firms.

8. Infrastructure providers make and sell the hardware,
software, and services that allow other firms to process,
store, and send the information that makes their busi-
nesses possible. These include communications equip-
ment, Web-hosting equipment, connectivity services,
hosting services, application services, and many kinds
of software developers.

As the seventh category itself suggests, there are many
overlaps and combinations possible in these functions
within different digital economy firms.

SECURITY

The need for security in exchanging information is as old
as history. The earliest measures to ensure messages from
falling into the wrong hands involved hiding the mes-
sage itself. A famous example of this is the story told
by the Greek chronicler, Herodotus, writing more than
2,000 years ago. The sender shaved the messenger’s head,
wrote the message on his scalp, and waited for the hair
to grow back before sending the messenger on his way.
In more mundane instances, one simply seals communi-
cations in envelopes before mailing them and relies on
legal penalties to deter would-be snoops. A different sort
of concealment is obtained through writing a message in a
code that only the recipient knows how to decipher. Julius
Caesar, for example, commonly used ciphers for military
missives. Concealment and encryption are independent
and can be combined in many ways. Other security issues

revolve around correctly identifying the sender and recip-
ient of information, protecting information from tamper-
ing, and authenticating information.

Security Issues

One of the peculiarities of the Internet and the Web is
their inherent openness. This openness is what has al-
lowed them to grow so quickly and so fruitfully. As long as
the information being exchanged can itself be made pub-
lic without any loss, this is fine. The job seeker who posts
her resume or the hobbyist who lists information about
his favorite computer games may not mind if the whole
world has access to that information. However, for elec-
tronic commerce to be successful, more and more com-
mercially sensitive and private information, from busi-
ness purchasing orders to individual credit card numbers,
must be stored in electronic databases connected to the
Internet and transmitted over it. Hence, security for elec-
tronic storage and communications is essential, otherwise
those possessing unauthorized information (ranging from
individual credit card numbers to complete identities, as
in identity theft) can cause substantial financial harm.

There are several dimensions of security. First, we may
want to prevent unauthorized people from accessing cer-
tain information. To accomplish this, the information may
be encrypted, so that even if it falls into the wrong hands,
it cannot be read. Also, barriers can be erected to prevent
unauthorized access to information. In the case of postal
mail, we simply use sealed paper envelopes, accompanied
by heavy legal penalties for tampering with mail. Elec-
tronic barriers are more complex. An example of an elec-
tronic barrier is a firewall, which prevents unauthorized
access. At the same time, security also must allow autho-
rized recipients to have access to the information. When
we receive an important legal document by courier, we
typically have to sign for it. We provide private informa-
tion that identifies us when we use an automated teller ma-
chine (ATM) or obtain bank balance information via the
telephone. Similar kinds of authentication mechanisms
are required for electronic transmission of information.
One of the biggest problems emerging now on the Inter-
net is the forging of corporate identities in e-mail to elicit
personal financial information from unwary recipients (a
practice known as “phishing”). Again, the problem can be
seen as one of identity authentication.

Another kind of authentication involves authorization
of transactions. A user of a credit card may not only have
to establish identity, but also his or her credit status. The
latter is done through a verification procedure, now purely
electronic, but one that originally involved a telephone
call to the card issuer. A related idea is nonrepudiation
of transactions, which ensures that a purchaser does not
subsequently claim that he was not responsible for a valid
transaction.

A third aspect of security is preventing tampering with
information. This problem may well be correlated with
the issue of access. A hacker may just as well want to dam-
age information to which he obtains unauthorized access
as to use that access for personal benefit without tam-
pering. On the other hand, tampering may occur without
unauthorized access. Authorized users of information
could alter it, or they could be unsuspecting carriers of



SECURITY 27

Table 3 Traditional Security Mechanisms

Security Service

Nonelectronic Mechanisms

Electronic Mechanisms

Authentication Photo ID card

Access control Locks and keys

Checkpoint guard

Passwords
Confidentiality Sealed letter

Invisible ink
Integrity Indelible ink

Notarized signature
Certified mail

Nonrepudiation

Fraud detection

Knowledge of mother’s maiden name
Check with trusted person or institution

Hologram on credit card

Inspection of ledgers and other records

Encryption
Passwords/PINs
Biometric scanning
Digital signatures

Passwords/PINs
Firewalls
Encryption
Check-values

Digital signatures

Electronic inspection
Data mining

Source: Adapted from Ford & Baum (1997), Table 4.1. Note: most electronic security mechanisms incorporate some form of

encryption.

viruses or worms that damage digitally stored informa-
tion. Thus firewalls have to deal with such problems as
well by weeding out harmful programs as well as prevent-
ing unauthorized access. Detection of tampering, or acci-
dental alteration of information, is a related security tool.

Yet another aspect of security pertains to monitoring
and auditing electronic databases. Much of this involves
a carry-over of traditional financial auditing roles to elec-
tronic accounts. Issues here can involve internal as well
as external fraud or theft. In the former case, access may
be fully authorized, but the individual acts in an illegal
manner. Effective detection of such actions is the security
objective in this case, and this is accomplished through
the use of data mining or other statistical analysis, for ex-
ample, to identify unusual transactions. A related issue
is the auditing for regulatory compliance with respect to
record keeping in general, in areas such as financial and
health care services.

Table 3 provides a summary classification of security is-
sues and gives familiar nonelectronic examples of achiev-
ing security goals, as well as electronic substitutes or
equivalents for digital information. We next briefly con-
sider the various security techniques that are employed
on electronic databases and communication networks.

Security Techniques

We summarize techniques of encryption, authentication,
and screening, as well as how combinations of these tech-
niques are implemented through firewalls or similar mea-
sures. Details on these techniques can be found elsewhere
in this Handbook.

Encryption. The process of encryption involves using a
rule to transform information, such as a text message, into
something that is unintelligible without reversing the pro-
cess. The rule used can be very simple (replace A with Z,
B with Y, etc.) or can involve complicated mathematical

transformations. Digitized text, which is represented as a
sequence of bits, can be encrypted in this way, using com-
puters to perform the transformation. The real conceptual
difficulty is in developing an encryption system that can
be applied practically. The most straightforward system
of encryption involves both the sender and the receiver
knowing a “key,” which is a string of bits used in both
the encryption transformation and its reverse. Only the
sender and the receiver know the key, which is private.
Because the same key is used at both ends, the system
is symmetric. IBM developed the first widely used com-
mercial symmetric encryption system in the 1970s, the
Data Encryption Standard (DES), which was adopted as
a standard by the U.S. government in 1977 and the finan-
cial industry in 1981. The practical difficulty with private
key systems is how to securely and efficiently distribute
the keys. This problem was conceptually solved in 1976,
with the demonstration that public-key encryption sys-
tems were feasible. Later, the RSA encryption algorithm
(named for creators Ron Rivest, Adi Shamir, and Len Adle-
man) solved the further problem of constructing a us-
able asymmetric cipher. Such systems use a pair of dif-
ferent but related keys, one for encryption and one for
decryption. To protect message content, as when a cus-
tomer is sending a credit card number over the Inter-
net, the message can be encrypted using the public key.
Only the merchant, who already knows the private key, is
able to use it to decrypt the message. All customers of the
merchant can use the same public key, unlike the case of
private key encryption, where each communicating pair
requires a different key. The different keys make the en-
cryption system asymmetric, because the person who has
only the public key can encrypt a message but cannot de-

crypt it.

Message Integrity. Suppose that confidentiality of a mes-
sage is not an issue, but that the recipient needs to be sure
that the message was not tampered with, or accidentally
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altered, along the way. For example, in traditional postal
communications, the recipient might see that the enve-
lope has been opened and resealed or the contents dam-
aged. With digital communications over the Internet, the
risk of tampering or accidental alteration could be rela-
tively high, and detection methods are not obvious. The
approach that is taken is to use a mathematical trans-
formation that calculates a particular value based on all
the bits in the message: a “check value.” The method of
generation of this check value must itself be encrypted.
This can be done with a symmetric, private-key system.
A public-key system can also be used for encrypting the
transformation that computes the check value. In either
case, the check value is transmitted along with the mes-
sage. The financial industry uses a standard called MAC
(Me